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The Fundamentals

Combating 21st century cyber attacks requires 21st century
strategies, tactics, training, and technologies…

� Integration of information security into enterprise architectures and 
system life cycle processes.

� Unified information security framework and common, shared security 
standards and guidance.

� Enterprise-wide, risk-based protection strategies.

� Flexible and agile selection and deployment of security controls (i.e., 
safeguards and countermeasures).

� More resilient, penetration-resistant information systems.

� Competent, capable cyber warriors.
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2010 Focus Areas and Initiatives

� Common Security Standards and Guidance
� Joint Task Force Transformation Initiative (DoD, IC, NIST, CNSS)

� Unified Information Security Framework

� Core risk management and information security publications

� Additional publications for partnership collaboration

� Privacy Appendix for SP 800-53, Revision 3 (privacy controls)

� Threat Appendix for SP 800-53, Revision 3 (Cyber Prep Initiative)

� Developmental Security
� Systems and Security Engineering Guideline

� Application Security Guideline
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2010 Focus Areas and Initiatives

� Operational Security
� S-CAP Initiative and future extensions (network devices, mainframes)

� Continuous Monitoring Guideline

� Configuration Management and Control Guideline

� Education, Training, and Awareness
� FISMA Phase II Training Modules

� Automated support tools

� Outreach program to State and local governments; private sector

� Prototypes and Use Cases
� Industrial Control Systems
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The Strategic Vision

Unified Information Security Framework
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National security and non national security information systems

Foundational Set of Information Security Standards and Guidance

• Risk management (organization, mission, information system)

• Security categorization (information criticality/sensitivity)

• Security controls (safeguards and countermeasures)

• Security assessment procedures

• Security authorization process
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Joint Task Force Transformation Initiative
Core Risk Management Publications

� NIST Special Publication 800-53, Revision 3
Recommended Security Controls for Federal Information
Systems and Organizations

� NIST Special Publication 800-37, Revision 1
Applying the Risk Management Framework to Federal
Information Systems: A Security Lifecycle Approach

� NIST Special Publication 800-53A, Revision 1
Guide for Assessing the Security Controls in Federal Information
Systems and Organizations: Building Effective Assessment Plans

Projected June 2010

Completed

Completed
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Joint Task Force Transformation Initiative
Core Risk Management Publications

� NIST Special Publication 800-39
Enterprise-Wide Risk Management: Organization, Mission, and 
Information Systems View

Projected November 2010

� NIST Special Publication 800-30, Revision 1
Guide for Conducting Risk Assessments

Projected November 2010
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Enterprise-Wide Risk Management

TIER 3

Information System
(Environment of Operation)

TIER 2

Mission / Business Process
(Information and Information Flows)

TIER 1

Organization
(Governance)

STRATEGIC RISK 

FOCUS

TACTICAL RISK 

FOCUS

� Multi-tiered Risk Management Approach

� Implemented by the Risk Executive Function

� Enterprise Architecture and SDLC Focus

� Flexible and Agile Implementation
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Risk Management Framework

Security Life Cycle
SP 800-39

Determine security control effectiveness
(i.e., controls implemented correctly, 

operating as intended, meeting security 
requirements for information system).

SP 800-53A

ASSESS
Security Controls

Define criticality/sensitivity of 
information system according to 
potential worst-case, adverse 
impact to mission/business.

FIPS 199 / SP 800-60

CATEGORIZE 
Information System

Starting Point

Continuously track changes to the 
information system that may affect 

security controls and reassess 
control effectiveness.

SP 800-37 / SP 800-53A

MONITOR
Security State

SP 800-37

AUTHORIZE 
Information System

Determine risk to organizational 
operations and assets, individuals, 
other organizations, and the Nation;
if acceptable, authorize operation.

Implement security controls within 
enterprise architecture using sound 

systems engineering practices; apply 
security configuration settings.

IMPLEMENT 
Security Controls

SP 800-70

FIPS 200 / SP 800-53

SELECT      
Security Controls

Select baseline security controls; 
apply tailoring guidance and 

supplement controls as needed 
based on risk assessment.



NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 10

Characteristics of Risk-Based Approaches
(1 of 3)

� Integrates information security more closely into the 
enterprise architecture and system development life 
cycle.

� Provides equal emphasis on the security control 
selection, implementation, assessment, and monitoring, 
and the authorization of information systems.

� Promotes near real-time risk management and ongoing 
system authorization through the implementation of 
robust continuous monitoring processes.
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Characteristics of Risk-Based Approaches
(2 of 3)

� Links risk management activities at the organization, 
mission, and information system levels through a risk 
executive (function).

� Establishes responsibility and accountability for security 
controls deployed within organizational information 
systems and inherited by those systems.

� Encourages the use of automation to increase 
consistency, effectiveness, and timeliness of security 
control implementation.
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Characteristics of Risk-Based Approaches
(3 of 3)

� Provides senior leaders the necessary information to 
make credible, risk-based decisions with regard to the 
information systems supporting their core missions 
and business functions.
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