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Theory versus Reality

— Caost reduction outweighs risk
— Someone else’s problem to solve

— Big guys have the solution
» Standards lemming

— Underlying technologies are unsecured
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— Drivers (apr)
— [Database
Data corruption
— Existing

— [Data entry
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Data tielt
DISTUPLION Ol SEIVICE
— Vuineranility to;corporation or gevernment agency:

— (Cypberioads
* INetwork overioad
* Processar.overrun
» Disk I/O hyper.demand

Distribution through email

Thin-client architecture
— Cross contamination
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Cloud Ul en bruie ferce appreaches

Cuxurny effMoore’s [Law

Huge fleer space requirement

Miles ofi cabling

Large support staff

High failure rates

Large communication bandwidth reguirements
Infrastructure exponential growth & redundancy
Bloat = cost (incorporated into cost of service)
Approach is unsustainable and not securable
Migration effort daunting
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ISSues with Cleud Computing (1)

Has inherent security ISsUes

Hack-able

High resource censumption
o Disk I/Q; therefore, growing disk arrays
 |nternal memory (bloated applications)
» Communication bandwidth (multi-media)
o Consumption norm may make breaches undetectable for same

time

Open-source — open hidden access

 Too many notes
_3 » Too many hands in the innovation

» Off-shore contributors

o Same as oeld/time-share with added/exasperation -
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ISSUes With Cleud Ceomputing (2)

o |L@SS of control

— iechnolegy
o |nfrastructure Is;what vendors support
o 40,000 Ips. garillasi— me teo

— Data
— Architecture

o Barriers to Innovation

: — Technology and architecture controlled by 3™
2 party
— Standards that address small facet versus totality
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A Closer Lepkiat CloudiSecurnity,

o Mamiframe vs. @pen Architecture
— Malnframe' & minr proprietary

— Wnix; Linux; andMSWindoews
s Security/sieve
o Virus, woerm, malware — vulnerability to’lass
. Quisourced|— toe many hands inthe equation

1100 many disparate non-securable @/Ss & components
Holes inisupport technologies
Share-ware open-source

Vulnerability of Internet disabled or regulated
» One-stop-subpoena

Impractical unattainable hyper-visor security
Weak db access
Ubiguitous user access

Accountability and access to source-code
* In-house or outsourced
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SecuntyIVieasures

. Responsibility;offArchitecture and Developer
o Part ofidevelopment mitiative !;’

Secure DB Schema, Meta-data, Dictionaries
Refined/ db access parameters
[Location and I of user

Partition/isolation
Non-human readable

Published standards vs. black-bhox
— Xml'—we're beyond the punch card
— Semi-structured blobs — intelligence on both ends

Nested measures
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COMMBNI SENSE APProa:

o NenRRUman readanie
— Eregram is key Gipner:
— (Compression
— Encryption
— rodlnf aton

Permission based /O

Enhanced DB security.
— DB and strategic files registered with O/S as protected

Multi-layered
= — No one human point of compromise
— Insider job vs. clever hacker
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Newrlieclhinelogies and Architeciures (1)

Eooperative Gomputing

Hyhrid|O/S (proprietary — open) — Protected Kernel -
Permission-hased /0 ;E’ .

Synthetic Intelligence of Infrastructure
— [Device driver with device
— Immune system

Front-end application server — smart back-end

— XxStar cooperative computing
» Real-time update
o \/etted data-entry

— Infrastructure Immune system
— Multiple moats to the castle

— Data formats , game-changing encryption, compression, encoding
o Multiple levels of knowledge to compromise
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RESOUICE CONSEIVallVE IEC rIrIO|OJ >3
= Erogrammiingtoois;

gt non:reaunaarnt:

- NOGLIE
— Communication = pnotof-vasea

> INEMELS

— atapase Wit =iiN/sear;
* Compactiormats

 Interpretation embedded /with data (messaging)
» Access key

» Know who and where user Is

» What are you authorized to touch

 Server farm in a form factor. of a Kleenex box
» Air cooled
e One power outlet
* Less is more

» Reclaiming control — cheaper than time-share
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New:Cloudi=littierpufiFversus; Hurimcane

Network:centric applications !ﬂ'
Netwark s an extension of the bus E’
Massively parallel (controlled)

Synthetic Intelligence — integration of cloud elements

You are a component of the “New Cloud”

New hack-proof technology.
— Proprietary extensibility

Less Is more technology and architecture
Tiny CO, footprint (why and how)
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SuUmmeany

Cloudiis ald cenceptin new marketing clothes and/expanded
vulnerabilities

Anchored onnon-securable infrastructure

IMassive and/groewing CO; footprint— Increasing|poimts e vulneranility
WUser:s shoeulder;escalating casts

[Lass of; control with increased points of maliCious exposure
Cumbersome migration back n:-house

New cloud with new technolagies, architectures and approaches

Everyone is an element of the Cloud
Internet 3 — New opportunities
Winning strategies ahead of hacker games and pulling away

Proprietary yet open with security expandable and changeable security
moats

Anchored on common sense technology solutions
Retrieving the baby from the bathwater
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