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American Council for Technology-Industry Advisory Council

The American Council for Technology (ACT) is a non-profit educational organization
established in 1979 to assist government in acquiring and using information technology
resources effectively. In 1989 ACT established the Industry Advisory Council (IAC) to bring
industry and government executives together to collaborate on IT issues of interest to the
government. In 1997 ACT established the Intergovernmental Advisory Board (IAB) to foster
communication and collaboration between IT executives at all levels of federal service 1
Federal, state, local and tribal governments.

The American Council for Technology, in cooperation with the Industry Advisory Council and
Intergovernmental Advisory Board, is a unique, public-private partnership dedicated to helping
government use technology to serve the public. The purposes of the organization are to
communicate, educate, inform and collaborate. ACT also works to promote the profession of
public IT management. ACT and IAC offer a wide range of programs to accomplish these
purposes.

ACT and IAC welcome the participation of all public and private organizations committed to
improving the delivery of public services through the effective and efficient use of information
technology. For membership and other information, visit the ACT-IAC website
atwww.actqov.org.

VistA Modernization Working Group

In response to a request from the U.S. Department of Veterans Affairs (VA), the Industry
Advisory Council (IAC), chartered a working group on October 20, 2009 composed of
experienced healthcare and information technology professionals selected from IAC member
companies. Their charter was to respond to this request to assist the VA in understanding the
issues associated with the modernization of its Veterans Information Systems and Technology
Architecture (VistA) and make recommendations as to how the VA might proceed in
modernizing VistA. The working group was composed of a single member from 42 member
companies, representing the diversity of the government IT industry and was chaired by Ed
Meagher, former Deputy Assistant Secretary for Information Technology, Department of
Veterans Affairs. This working group was empanelled under operating principles and guidelines
as established by the IAC Board of Directors and in accordance with the IAC Code of Conduct.
Specifically and most importantly the individual members of the working group as well as the
companies they work for agreed that:

Government IT issues drive the agenda

All activities will be ethical, open, and transparent

All activities will be objective, fair and vendor/technology independent
Lobbying and business development are prohibited

The working group took this to mean that they were not representing their companies while
working on this project but were in fact professionally representing their industry and personally
representing all veterans, citizens and other stakeholders. The working group conducted all of
its deliberations under a consensus model and this report is presented on behalf of the entire
membership of the working group.
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VistA Modernization

Working Group Charter

IAC was chartered by the Department of Veterans Affairs (VA) to
assess the issues, challenges and opportunities associated with
modernizing the current legacy VistA system and make
recommendations to address these issues and challenges and take
advantage of the opportunities presented. The group was specifically
asked to respond to the following series of thematic questions:

1. Is VistA a system that could be deployed to a wider
community? If yes, what is the most appropriate deployment
model: open source code; cloud computing; business
process/methodology; other?

2. If VistA is deployed and used by other government agencies
or private sector entities, what organizational and
management structure should be developed? Possible
guestions include:

a.Which organization(s) should have responsibility for
maintaining the system?

b. Should VistA be established as a national standard?
What are the implications of this action?

3. What is an appropriate strategy for modernizing VistA and
transitioning it to a more current and innovative architecture?
The strategy should result in an appropriate, creative and
agile acquisition and development plan. (NOTE: The project
will establish the general guidance and principles for this
strategy and will not be involved in matters pertaining to any
actual acquisition.)

4. What are the opportunities and impact of modernizing and
deploying VistA upon private industry, the healthcare
community and other key groups?

5. Based on the above, what principles and best practices
should be documented and distributed for use by other
government agencies considering similar issues?

As part of the assessment, IAC was asked to consider whether there
are principles or strategies that would be applicable to other legacy
systems currently operated by the government such as those driving
Social Security and Medicare.

American Council for Technology
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VistA Modernization
Background

VistA has been developed and managed by the VA over the last 25
years and is used throughout th
VA Outpatient Clinics across the country serving almost eight million
veterans. In addition, the US Indian Health Service and commercial
and public hospital systems in several states and foreign countries
have adopted versions of VistA.

VistA is generally recognized as the most completely integrated
healthcare information system in existence(Longman, 2007). VistA
currently provides each veteran a completely digital medical record
that has improved quality, patient safety, patient and provider
satisfaction and lowered costs and may have value for the entire
national healthcare community. However, as one of the
government 6s ol dest | egacy iMisfAc
must be updated and modernized in order for the VA to continue to
meet the needs of the veteran community and to enable the private
sector to take advantage of the breadth of healthcare applications
included under the mantle of VistA.

|
VistA Modernization

Working Group
Approach

The VistA modernization working group decided to divide its
available time into three roughly equal segments. The first segment
was devoted to informing and educating ourselves as a group. The
entire working group met at least weekly to receive briefings and ask
questions of VA and private sector experts. The working group
collected and analyzed hundreds of available documents, reports,
and studies. The entire working group made a field trip to the
Washington, D.C. Veterans Administration Medical Center and
received an in depth set of presentations by senior hospital
administrators and VistA managers and working staff. The working
group was allowed to view VistA in operation in a clinical setting and
speak to clinicians, developers, and support staff. At the conclusion
of this period the entire VistA working group participated in an all-
day, off-site working session to review what had been learned and
plan the next phases.

The second segment was devoted to analyzing the information and
knowledge the working group had assembled and to decide what
additional information and analysis was required. It was decided to
divide the whole working group into several subcommittees to focus
on identified issues that needed more study and analysis. These
subcommittees consisted of:

American Council for Technology
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Executive Committee

Subcommittee on Alternatives
o The Alternatives subcommittee was asked to look across
the various subcommittees and identify alternative
approaches, analyze those alternatives, and ensure
that all viable alternative approaches were adequately
considered and analyzed.

Subcommittee on Modernization and Architecture

0 The Modernization and Architecture subcommittee was
asked to identify and analyze the modernization and
architectural approach associated with the overall
working group®& recommendation. Areas of
consideration included open source techniques to
leverage innovation within and outside of the traditional
OI&T environment. These included clinicians, large
and small public health information technology
organizations such as Military Health and the Indian
Health Service, as well as large commercial health
informatics systems providers. Additionally, the group
included open source developers associated with
World VistA as well as two motivated developers in a
garage who want to get involved in or help advance
healthcare IT T respectively.

Subcommittee on Models and Extensions
o0 The Models and Extensions subcommittee was asked to
understand the assessments of the working groups
and to apply these to the real world environment at the
VA.

Subcommittee on Deployment Models
0 The Deployment Models subcommittee was asked to
explore the various options for deploying a large scale,
complex system and identify the pros and cons

associated with each approach.

Subcommittee on Governance
o The Governance Models subcommittee was asked to
identify and rationalize the various approaches to

VistA Modernization Working Group



governance for the recommended deployment models.
In addition, the Governance Models Subcommittee
was charged with identification of open source
licensing alternatives and recommendations.

¢ Subcommittee on Opportunities and Impacts

0 The Opportunities and Impacts subcommittee was asked
to examine, analyze and recommend areas of
opportunity for transacting distinct innovation within
health Information Technology (HIT), Electronic Health
Recor ds s) (aBH Rther healthcare delivery
processes and identify their high-potential impacts or
results of modernizing and deploying VistA within the
public-private sector healthcare communities, markets
and other key groups.

e Subcommittee on Terms and Definitions
o0 The Terms and Definitions subcommittee was asked to
develop a complete set of relevant terms and clear
definitions that will ensure that the entire working
group shares a common understanding of the issues
under discussion.

¢ Subcommittee on Reports and Presentations
oThe Reports and Presentations subcommittee was
asked to assisting the other subcommittees in the
preparation and presentation of their reports so that
they are clear and consistent. Additionally, they were
responsible for version control of drafts and the
development of the final report and presentation

produced by the VistA Working Group.

During this period more focused briefings and discussions were held

to clarify the working groupos

coming to conclusions about the working groupbs r ec o mme
The various subcommittees and the entire committee met at least
weekly. The working group conducted a second all-day off-site
working session where a high level narrative of the working groupd ¢
findings was presented and discussed. After several rounds of
revisions and amendments, the working group endorsed the
approach and directed the subcommittees to focus on this set of
recommendations.
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The third segment was devoted to the task of answering the
guestions that were posed by the VA, creating a set of
recommendations, and drafting the final report. A great deal of time
and effort was expended to ensure that the recommendations and
the report were consensus-based and represented the best advice
the information technology community could provide.

|
VistA Modernization

Working Group
Executive Summary

The Industry Advisory Council (IAC) of the American Council for
Technology (ACT) was asked by the Department of Veterans Affairs
(VA) to form a working group representing a broad cross section of
the Information Technology (IT) community that supports the Federal
government. The VA asked IAC to provide answers to several
specific questions and to provide specific recommendations to the
Department that represents the

to modernize VAOBs | egacy h¥etetanst
Information Systems and Technology Architecture (VistA).

In response, the Industry Advisory Council (IAC) chartered a working
group on October 20, 2009 composed of 42 experienced healthcare
and information technology professionals selected from among the
540 IAC member companies. The working group was comprised of
experienced IT professionals from small to very large companies
with backgrounds in technical disciplines, management, healthcare
and marketing.

The working group agreed to represent their industry and not their
companies and to provide their guidance and advice as citizens and
IT professionals. The group met at least weekly and held 3 all day off
site sessions. The group conducted research on the issues by
interviewing and questioning dozens of experts within the VA and
spoke with an equal number of industry and subject matter experts.
The working group adopted a consensus based decision-making
model and delivered the following recommendations unanimously.

e The working group recommends that the VA commit to and
announce a plan to move to an open source, open standards
model for the reengineering of the next generation of VistA
(VistA 2.0). This action should be a strategic policy for the
VA.

American Council for Technology
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e The working group recommends that the current VistA
application be placed on an aggressive program of
stabilization,  with  limited tactical upgrades and
enhancements driven only by patient safety and other
mandated requirements

e The working group recommends that the VA contract with an
appropriate Federally Funded Research and Development
Center (FFRDC) to provide a detailed set of technical
specifications for the development of a VistA 2.0 Open
Source Core Ecosystem (Figure 1). Use of the term
ecosystem by the working group refers to "the entirety of
hardware, software, and networks that drives the delivery of
VistA 2.0 products and services."These technical
specifications should describe the following components

0 Open Source, Open Standards Operating environment

0 Open  Source, Open Standards Application
Development Environment

0 Sand Box Application Development Environment and
based on the following set of high level characteristics
to ensure that this ecosystem is optimized for

A High performance,
A Security and identity management
A Scalability

This operating environment must provide a scalable,
segmented, open source, open standards environment that
will provide the following components

0 Operating environment

0 Security services

o ldentity management

o Database functions

o Application programming interfaces
o Data structures and terminology

0 Rules development and enforcement
o Test and certification environment

This ecosystem must also natively support

12
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0 A structured open source application development
environment that will provide the following common
services

ATrusted and approved application development
tools, datasets, test cases, and test, simulation
and certification services

OA fisand box0o application
will provide the following common services

AApplication development datasets, test cases,
test, and simulation services

The working group recommends that the VA contract with an
appropriate FFRDC to build and deliver a fully functioning
prototype based on the technical specifications developed by
the initial FFRDC for the Open Source Core Ecosystem
consisting of the

0 Open Source, Open Standards Operating environment

0 Open  Source, Open Standards Application
Development Environment

0 Sand Box Application Development Environment

The working group recommends that the VA contract with an
appropriate  FFRDC to provide an appropriate business
model, bylaws, operating principles and organizational
blueprint for an independent, not-for-profit Open Source
Foundation to manage, operate and maintain the VistA 2.0
Open Source Core Ecosystem, based on the
recommendations provided by the Governance
subcommittee in this report

The working group recommends that based on the
recommendations provided by the FFRDC tasked with
providing an appropriate business model, bylaws, operating
principles and organizational blueprint for an independent,
not-for-profit Open Source Foundation that the VA charter
and initially fund an independent, not-for-profit, Open Source

13
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foundation to manage, operate and maintain the VistA 2.0
Open Source, Open standards Core Ecosystem, Open
Source Application Development Environment, and Sand Box
Application Development Environment

e The working group recommends that the VA contract with an
appropriate FFRDC to provide the functional decomposition
of the current VistA Application Suite to deliver a state of the
art

o set of functional and design specifications of current
application functionality

o set of functional and design specifications for required
application functionality

o set of functional and design specifications for additional
application functionality

e The working group recommends that the VA determine what
application functionality it wants to develop/acquire for the
VistA 2.0 Open Source Core Ecosystem using

o internal in-house application development resources

o external commercial  application  development
resources

o Commercially available (i.e., commercial-off-the-shelf
[COTS])) products

0 Open source application development resources

e The working group recommends that the VA develop a
master schedule for the acquisition of these applications and
functional capabilities

e The working group recommends that the VA develop and
acquire the applications and capabilities based on the VistA
2.0 Open Source, Open Standards Ecosystem that meet its
requirements and develop a plan and schedule for concurrent
operations and migration from VistA to VistA 2.0

14
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VistA Modernization
Working Group
Responses to Specific
Questions Posed

One of the objectives of this project was to provide VA with an
industry-based, community-wide response to a set of specific
questions.  The working group provides the following short
responses to each question posed. More detailed responses are
provided in the working groupd s recommendat i
information provided in the subcommittee recommendations.

Is VistA a system that could be deployed to a wider community? If

15
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yes, what is the most appropriate deployment model: open source
code; cloud computing; business process/methodology; other?*

VistA is currently deployed to a small community of public, private
and international users outside of the VA. However, because it is
very difficult to operate and expensive to modify it has not had a
much wider adoption. We recommend that VistA be used as a
functional specification and be completely reengineered within the
VistA 2.0 Open-source, Open-standards Ecosystem as
recommended by this working group so that a much wider
community can adopt and extend it more readily.

If VistA is deployed and used by other government agencies or
private sector entities, what organizational and management
structure should be developed? Possible questions include:

Which organization(s) should have responsibility for maintaining the
system?

We recommend that V As ofiusrpcoen s@a mr
promote the continued development and extension of VistA 2.0
functionality and associated business rules.

Should VistA be established as a national standard? What are the
implications of this action?

Given the resources that VA has expended to date and can bring to
bear in the future on this issue, VistA 2.0 should be offered up as the
international standard information system for medical centers. Not
only would this result in huge financial savings in the healthcare
community, but VistA 2.0 would provide huge advances in evidence
based medicine, medical research and data standardization and
portability.

What is an appropriate strategy for modernizing VistA and
transitioning it to a more current and innovative architecture?

The strategy should result in an appropriate, creative and agile
acquisition and development plan. (NOTE: The project will establish
the general guidance and principles for this strategy and will not be
involved in matters pertaining to any actual acquisition.)

16
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VistA should not be fAmoderni ze:
updating current VistA in a traditional evolutionary model. VistA
should be Areengineeredo into \
new, open-source, open standards ecosystem within which the
proven functional capabilities of VistA can be replicated, modernized
and enhanced in a sustainable, scalable, and secure environment.

What are the opportunities and impact of modernizing and deploying
VistA upon private industry, the healthcare community and other key
groups?

The national and international healthcare communities desperately
want and need an appropriate, c-C
staro architectur e, devel opme]
components within a fair, open, and collaborative community. While
this report focuses on solving
at least mention that this system has larger Federal, national and
even international implications.

Based on the above, what principles and best practices should be
documented and distributed for use by other government agencies
considering similar issues?

The lessons learned from the efforts of the VistA Modernization
Project are applicable and appropriate for other government
agencies facing similar issues. Many older, large-scale government
legacy software systems are serving adequately at the current time
but are in need of modernization and/or re-engineering. This working
group has developed a series of processes and principles that have
been documented and can be directly applied to other Departments
and Agencies of the Federal Government.

17
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VistA Modernization

Working Group
Recommendations

American Council for Technology

The working group recommends a
modernization of current VistA where reengineering encompasses
the following understandings.

Replicate (screen by screen; interface by interface if reasonable) the
functionality of the existing VistA (legacy) system using:

o contemporary technology and agile development
processes

o modern open systems architecture

o reusable components and/or COTS components and
applications

Harvest everything of value from current state VistA, including:

o Data models

o Business processes

. Test cases

o Workflows

o Performance metrics

o User or even system level documentation
o Training materials

Have as a first order goal the replication of current, acceptable VistA
capability and refrain from adding new functionality until the legacy
system has been decommissioned, but plan for new functionality as
VistA 2.0 is being designed and architected.

Assume that every line of code in the reengineered VistA 2.0 system
will be replaced with many fewer lines of much more maintainable
and malleable code that can last a few decades but be upgraded,
modified, and enhanced easily.

The reengineering of the legacy VistA system recommended in this
report should not be confused with the reengineering of the business
processes of an organization!

The Working Group Recommendations

e The working group recommends that the VA commit to and
18
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announce as a matter of strategic policy a plan to move to an
open source, open standards model for the reengineering of
the next generation of VistA (Vista 2.0) to include the core
ecosystem as well as those components built by the VA, for
the VA, or by the open source community.

Current VistA should be placed on an aggressive program of
stabilization with limited tactical upgrades and enhancements
driven by patient safety and other mandated requirements

The working group recommends that the VA contract with an
appropriate Federally Funded Research and Development
Center (FFRDC) to provide a detailed set of technical
specifications for the development of a VistA 2.0 Open
Source Core Ecosystem (Figure 1). Use of the term
ecosystem by the working group refers to "the entirety of
hardware, software, and networks that drives the delivery of
VistA 2.0 products and services." These technical
specifications should describe the following components

0 Open Source, Open Standards Operating environment

o Open  Source, Open Standards Application
Development Environment

0 Sand Box Application Development Environment

and based on the following set of high level characteristics to
ensure that this ecosystem is optimized for

0 High performance,

0 Security and identity management

0 Scalability
This ecosystem must provide a scalable, segmented, open
source, open standards environment that will provide the
following

o Operating environment

0 Security services

19
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o Identity management

o Database functions

o Application programming interfaces
o Data structures and terminology

0 Latencies or service levels associated with capability or
service invocation

0 Rules development and enforcement
o Test and certification environment
This operating environment must also natively support

0 A structured open source application development
environment that will provide the following

A Trusted and approved application development
tools, data definitions with sample de-identified
datasets, test cases, and test harnesses for
simulation and possible self certification or at a
minimum unit test

o A Aisand boxo appl i cadnmenn
that will provide the following

A Application development datasets, test cases,
test, and simulation services

e The working group recommends that the VA contract with an
appropriate FFRDC to build and deliver a fully functioning
prototype based on the technical specifications developed by
the initial FFRDC for the Open Source Core Ecosystem
consisting of the

0 Open Source, Open Standards Operating environment
0 Open  Source, Open Standards Application

20
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Development Environment
0 Sand Box Application Development Environment

The working group recommends that the VA establish
effective governance for the VistA 2.0 Open Source Core
Ecosystem as quickly as possible. This governance should
be based on the recommendations provided by the FFRDC
tasked with providing an appropriate business model, bylaws,
operating principles and organizational blueprint for an
independent, not-for-profit Open Source Foundation. The
working group recommends that the VA charter and initially
fund an independent, not-for-profit, Open Source foundation
to manage, operate and maintain the VistA 2.0. The three
most feasible approaches to establishing Governance for the
VistA 2.0 platform, and the open source applications that will
be written to operate on it, are

o Establish a new entity to carry out the governance of
VistA 2.0

0 Select an existing open source organization with
existing charters, license agreements, and operational
procedures, that would adopt the principles provided
by the recommending FFRDC and provide an
immediate starting point for VistA 2.0 governance

0 Have an FFRDC provide governance directly based on
the principles provided by the recommending FFRDC

The working group recommends that the VA contract with an
appropriate FFRDC to provide the functional decomposition
of the current VistA Application Suite to deliver a state of the
art

0 set of functional and design specifications of current
application functionality

o set of functional and design specifications for required
application functionality

o set of functional and design specifications for additional
application functionality

21
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e The working group recommends that the VA determine what
application functionality it wants to develop/acquire for the
VistA 2.0 Open Source Core Ecosystem using

o internal in-house application development resources

o external commercial application  development
resources

o Commercially available (COTS) products
0 Open source application development resources

e The working group recommends that the VA develop a
master schedule for the acquisition of these applications and
functional capabilities

e The working group recommends that the VA develop and
acquire the applications and capabilities based on the VistA
2.0 Open Source, Open Standards Ecosystem that meet its
requirements and develop a plan and schedule for concurrent
operations and migration from VistA to VistA 2.0

|
Alternatives- Executive

Summary

American Council for Technology

The Alternatives subcommittee w
and make sure that the working group had thought through all the
reasonable alternatives for radically improving VistA within VA.
Twenty alternatives were suggested and analyzed by the
alternatives subcommittee and then by the entire working group. Six
of these alternatives were considered to be the most practical. With
further discussion and anlaysis, the subcommittee concluded that
each of these 6 alternatives could be categorized as being either:

0 Improve and restructure what already exists or

0 Reengineer VistA in order to completely replace the
current system.

The subcommittee recommends the reengineering approach be
undertaken by harvesting as much useful functionality, business
rules, screen designs, and data models from VistA as possible.

22

VistA Modernization Working Group



Assumptions

VA has access to adequate resources to fund any reasonable
alternative.

VA needs are given priority by this working group as compared to
other stakeholders such as DoD, commercial healthcare, etc.
Sol ving VAOGSs p renobgh echnalleriges wel have gnet
attempted to consider all the issues related to IHS, DoD, DoS, HHS,
or commercial interests. However, the desirability of leveraging VA
resources and investments to support the U.S. national agenda to
implement electronic health records was a consideration.

The VA does not need to build the best electronic medical record
system in the world. However, it must operate the best one.

We assume that the current VistA system cannot survive as is
indefinitely.  Not only will it become increasingly obsolete in
comparison to alternatives, but its current architecture and design
cannot safely support significant changes and upgrades.

When it was first built, VistA was ahead of its time. It enabled the VA
to move from being the worst to the best large-scale healthcare
provider in the U.S. However, since its implementation, the U.S.
commercial healthcare market has made significant strides to bring
functional tools to the market. Meanwhile, the pace of change and
innovation in VistA has slowed significantly, partially due to
del i berate cessation of enhan
replacement system (HealtheVet) was under development.
Commercial products are beginning to outstrip VistA in functionality,
capability, and reliability. In addition, the number of people who
understand how to maintain and enhance the current VistA
application is dwindling. Therefore, a solution should be
implemented and deployed in the next 5 years.

American Council for Technology

Analysis Process

The Alternatives subcommittee began with an extended
brainstorming session to identify as many different approaches to
solving the problem of how to get to a replacement system. This list
of about 16 alternatives was then shared with the entire working
group which resulted in four more entries on the list.

The list of 20 alternatives along with a short description of each is
provided below:

23
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10

11

Alternative

X Prize

Angel Ventures

Big Bake Off

Big Bang
Modernization

Oregon
Experiment

Buy COTS

Cope and Hope

Adopt AHLTA

ARPA

FFRDC

Structured Open
Source

Description

Launch a giant challenge to industry with an associated giant prize
to the winner; e.g., $100m to the first company that can replicate the
functionality of several key VistA applications or some such carefully
considered and measurable challenge

Provide relatively small amount
entrepreneurs to see if they can spawn new companies replicating
important chunks of the VistA functionality

Launch a competition with a relatively small number of entrants
(<10) which is pared down to two or three rather quickly until a
single winner is announced -- not unlike what DoD does when
acquiring new aircraft

Have a competition to select a
using traditional requirements, design, and development methods

Replicate the process used to improve the University of Oregon
infrastructure; it involved dividing the budget into three categories
(mega, medium size, and tiny) each of which was asked to replicate
successful Aipatter ns dwellthare inthee e m
past

Accept the fact that COTS vendors are not producing products that
will satisfy most of VA needs; So buy the best and build only the rest

This was the title given by a senior VA leader to the current
development process; so this is a business as usual approach

DoD has been much more successful in getting a set of vendors to
build functionality in a hurry; so why not just adopt what DoD has
done and move out from thereé

The Advanced Research Projects Agency (now DARPA -- Defense)
has been successful in DoD for more than 40 years doing very
leading edge research -- sometimes with considerable pay-offs;
sometimes not

Create a Federal Funded Research and Development Center
(FFRDC) to foster the research, design and development of new
functionality for VA

Discover or create a mechanism to much more aggressively
participate and even lead the open source community in the
development of innovative new systems and applications
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12

13

14

15

16

17

18

19

20

Manhattan
Project

NSF/NIH

Stock Market for
Ideas

Skunk Works

Stumble Forward

Healthcare IT
Extension
Service

AfToucar

Reengineer
VistA

Evolutionary
Modernization

In four years, the Federal government managed to assemble a
massive team of 130,000 scientists, engineers, construction
workers, and military experts to design, develop, test, and deploy
radical lcshhnme wgiytoe Can or shoul
taken with VistA?

National Science Foundation/National Institute of Health: these

agencies fund fundamental research -- some of which is already
related to healthcare IT; maybe we should just radically increase
their budgets and see what happens

Maybe we should look for completely new ways to get a lot more
well informed, deeply involved users and innovators involved in this

process; one such ikkdemarlkett of @rr
where a large collection of people (say 1,000) are each issued 1

million dollars to invest in ne
stockso; the result is a near i

ideas that might be funded

The Air Force has had considerable success in the design and
development of radically new aircraft by simply giving the task to a
small, select team of very wel!/l
seclussometi mes Atotal seclusio

Make small changes to what we already have and reduce
expenditures

Maybe there is a way to create geographically dispersed research
centers co-located with universities doing related work in Healthcare
IT

There is considerable precedent in the software industry to suggest
that really big innovations or breakthroughs come from two person
teams -- one of whom is highly technical; the other understands the
needs of the users and is likely one him or herself. Since many of
the VistA applications were actually built this way, why not do what
has proven to work in the past

Use VistA as a functional specification and replicate its external
functionality using the latest available and appropriate technologies -
- quite different from a modernization project which tries to do
everything that people want, but have never managed to build
before

Maybe it is possibl e t owithowtdrgngtoi
take on the whole system; how these large independently designed
and developed chunks might fit together is to be determined

Tablelg List of Alternatives Considered by Working Group

Observations and The working group then took these 20 alternatives and did a variety

o)
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Outcomes of evaluations which included:

¢ Extent of Research

¢ Financial Risk

e Technical Risk

¢ Governance Complexity

e Number of Partners Involved

¢ Annual Costs

¢ Degree of Control

¢ Source of Funding

¢ Time to See Benefit

¢ Estimated Return on Investment

From these 20 alternatives, 6 were deemed most practical,
valuable, and viable. Those six were:

e Structured Open Source
e Two Can (aka Toucan)
e Stumble Forward

¢ Reengineer VistA

e Big Bake Off

e Buy COTS

As we analyzed these six alternatives we noticed that they boiled
down to the two basic options described below:

(1) Restructure the existing VistA system, piece by
piece, into a more modular and well-behaved application
while stildl using it . ecafid sih
on the road. o6) and

(2) Build a replacement system reusing the business
processes, workflow, screen designs, and data models from
VistA. This reengineered system must be done using a
contemporary architecture which is more structured and
properly componentized (with components being provided
from internal VA development, external development by paid
contractors, project grants, the open source community, or
commercial off-the-shelf products).

Both options carry a significant level of risk. The working group
recommends the second option because it will provide a sufficiently
malleable base upon which much needed enhancements and
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improvements can be made over the next few decades. But the
subcommittee recognizes that many involved will consider the first
option to be a faster and safer approach in spite of ten years of data
to the contrary. Reengineering projects, unlike modernization
projects, have a very high success rate, even for large legacy
reengineering projects.

Transition to any new system will require operating both VistA and
the new system in parallel for a period of time. Planning for this
transition must begin on day one and is recognized to be one of the
largest challenges in designing and developing a reengineered
system.

Therefore, the current VistA should be replaced with a new system
that supports i-and-elraoyderafblien dirpd
system components and modules, putting it on a new foundation
that supports future evolutionary enhancements. This conclusion
seems relatively straightforward and generated little controversy
within the broader working group. However, the more difficult
guestion is what is the appropriate path to take to reach that
objective.

While not chartered to propose such a path, the subcommittee had
detailed discussions regarding various approaches. We were
convinced that when an appropriate architecture, a sufficient set of
development tools, and enough open source components become
available many individuals, small companies, large companies, and
other organizations will be keenly interested in contributing
software, time, and effort to completing the reengineering effort.

American Council for Technology

Recommendation
of the
Subcommittee on
Alternatives

A Vision for 2020.The current VistA should be replaced with a new
system that supports i nt er oper-and-p lea icp! afyg i
advanced system components and modules, putting it on a new
foundation that supports future evolutionary enhancements. By
having a combination of contracted software components, open
source components, and COTS software will give the VA maximum
flexibility to choose the best of breed. The result will be a state of
the art, medical application development environment with a
comprehensive suite of extensible components and functional
applications provided by VA, entrepreneurs, university researchers,
commercial medical and non-medical software products companies,
national health services, etc. with a superset of the functionality in
todaybs VistA system.
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How might we get there?

To get there, we believe VA must reengineer VistA, then extend and
expand it as required with the support of a new open source
ecosystem launched by VA, to augment its existing acquisition
approaches of internal development, contracted development, and
COTS acquisition.Evaluation of the sources for potential alternatives
would be based upon functionality, extensibility, security, quality,
etc.

The ecosystembs goal s s houditedn itk
should drive the architectural and reengineering efforts of the
existing system, while progressing towards a day when it becomes
the O6upstreamdb provider of soft

We recommend replacing all the code in VistA while retaining the
required functionality (business processes, workflow, information on
screens, data model, etc.). The most important aspect of the new
system is the development of an architecture which includes
identification of well-behaved ways for the modules to communicate
with one another. It should be redesigned, reengineered,
reimplemented, appropriately documented, fully tested, and
progressively deployed. It should also support local VA
configuration, while still retaining a single code base which is
managed under strict configuration control.

|
Modernization and

Architecture-
Executive Summary

American Council for Technology

The Modernization and Architecture Subcommittee first investigated
the historical successes and less than fruitful approaches to
modernizing VistA or adding enhanced capabilities to the VistA
environment. Based on informal question and answer sessions with
those involved in sustaining, enhancing and evolving the current
VistA environment, the subcommittee explored the possibilities and
potential for continued incrementally evolution of the environment
through improved interface definition, data definitions and service
level definition (logical modularization). This approach was
discussed with the entire working group at length and the working
group as a whole decided that the reengineering of current state
VistA to an open source, open architecture environment, dubbed
VistA 2.0, was the desired and optimal path. To achieve this target
state, the development of a reference model is required consisting
of the following:
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e Core Services derived from an analysis of the capabilities of
the VistA kernel and the requirements of future state VistA
2.0

e A documented Open Source Architecture (similar to logical
modularization, includes interface definitions and data
definitions with required response times or service levels)

e An Open Source Software Development Kit (SDK) including a
recollection of accepted open source development tools and
some limited number of exemplar medical applications
outside of the core of Vista 2.0 to show developers
acceptable approaches on how to invoke capabilities of the
core from outside of the core.

e Standardized data model
e Standardized interfaces
¢ Use of open source tools

The reference model, consisting of the core with sample
applications outside of the core, should be built on and for a
modular, scalable hardware platform which should be optimized for
performance, security and identity management, and scalability.
The notional high level representation of the reference model is
depicted below in figure 2. The exact approach is left up to the
developing body i the Federally Funded Research & Development
Center (FFRDC) as detailed in the sections on Governance and
Deployment.
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As the core of VistA 2.0 is developed, VistA, as it exists today,
should be prepared to coexist with Vista 2.0 as the capabilities
become available by aggressively moving towards stabilization i
freezing the current capabilities while only addressing patient safety
issues and defining the logical interfaces, data definitions and
services levels associated with the application environment allowing
for logically invoked functions on a modular level via the use of an
application broker. This parallel path enables the ultimate release
of open source capabilities in an open architecture is depicted in
figure 3 below and allows for a seamless transition to the user

community

VistA Modernization Working Group
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Figure3 ¢ The PatHo VistA2.0

Assumptions e Al nnovationd and AOpen source
modernization. Other important drivers are the lack of consistent
architecture, inflexibility of the current system, maintenance
costs, performance issues, security issues, scalability and
availability issues.

¢ Restated as individual assumptions:

o For clinical reasons, VA needs to increase the rate of
innovation in VistA

0 The current VistA architecture greatly increases the total
cost of ownership

o Current maintenance costs, while not necessarily
onerous to the VA, could be better utilized to provide

new innovation and functionality

0 Availability and scalability of current VistA needs
improvement

¢ VA s looking for a VistA 2.0 system that facilitates innovation.

e An Open Source environment is a strategic goal of the VA
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o Development activities for Vista 2.0 must be accomplished in
synchrony with stabilization and limited patient safety related
enhancements to current VistA

e It is acceptable to develop a new system from scratch as long
as the core business processes are preserved

e VA wil supportt he base @stahare ecosysterd
and accept/certify software from other implementers as long as
it is developed in the VistA 2.0 ecosystem and tests and certifies
in that environment.

e The target state vision for VistA 2.0 modernization and its
proposed architecture is a long term strategy

e The use of COTS products together with Open source products
(wherever applicable) is acceptable as long as the COTS
products align with the VA EA framework and adhere to the
common interfaces specified within core VistA 2.0

e The recommendations should take into consideration all
development communities including VA, open source
communities and other commercial vendors.

American Council for Technology

Analysis
Process

The Modernization and Architecture Subcommittee adopted
industry best practice analysis techniques and processes to
address the complex task of VistA modernization. The process
consisted of:

¢ Gaining an understanding of the existing VistA environment

e Gathering information on gaps and issues

¢ Determining modernization goals

o Developing architecture principles and guidelines to aid
decision making

e Evaluating options

¢ Developing recommendations.

Information was gathered from a variety of sources and
perspectives. The team conducted interviews and had working
sessions with sources, within the VA, as well as external sources:

e Clinical User perspectives (VA DC Medical Center staff)

e Architect perspectives (Legacy Architecture)
32
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e Engineer perspectives (Interagency Sharing)

¢ VA OI&T Management (Office of the Assistant Secretary)
e OED (Legacy Product Services)

¢ FOIA VistA implementers.

The Current State Fr om t he Clinical User per s|

Gaps and Issues

implemented at the Department of Veterans Affairs, is the most
comprehensive, large scale, integrated healthcare information
system in the world. It successfully supports more of the specific
functional requirements of its extensive user base than any other
| arge scale system. o

Yet from the IT perspective, we find a different perspective that
includes words like brittle, complex maintenance, complex
operations, complex deployment, code that is not well structured,
difficult to test, difficult to integrate, and inability to support current
and emerging technologies. The IT perspective is validated by the
organi zationdéds inability to del
last few years.

During each interview/meeting, the team identified known/perceived
gaps and issues. The gaps and issues are summarized in Table 2:

New functionality takes too long to
deliver.

Integration of new technologies takes
too long.

VistA perceived as brittle i it breaks it
does not bend.

COTS does not integrate well with VistA.

Roll and Scroll users less happy than
CPRS users.

Easy to get data in, hard to get data out.

Semantic interoperability among
multiple VistA implementations.

e VistA Modernization Working Group

Gaps and Issues Perspective Impacts
Clinical User Product Delivery
. Product Delivery
Clinical User _
Innovation
Clinical User Performance
Clinical User Product Delivery
Clinical User Usability
Clinical User )
) Performance Innovation
Engineer
Clinical User o
_ Usability
Architect
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Gaps and Issues Perspective Impacts

Heterogeneous technology mix makes Engineer Product Delivery
maintenance, installation and

operations difficult. Operations Innovation
Product complexity and unstructured Engineer Product Delivery
Selels Architect Innovation
Dated technologies impact innovation Engineer Architect Product Delivery
and maintenance and operations. ) )

Operations Innovation
Local ability to customize impacts Engineer

stability

_ Product Delivery
Architect

Table 2¢ Gaps and Issues Identified by Subcommittedv/imuernization and Architecture

Modernization
Goals

With the assistance of the various stakeholders, the team created a
set of goals for the modernization of VistA (not prioritized).

e Enhance Ainnovationodo and i mpr
that new features/functions can be delivered in a timely manner

e Improve the ability to incorporate enhancements and
performance of the product

e Increase the ease and rate of technology and functional
innovation

¢ Make the data more accessible for reporting and analysis

¢ Maintain clinician end wuser involvement in requirements
identification, application design and user acceptance

¢ Reduce the costs associated with operations and sustainment

As is seen in both the gaps and the goals, there are multiple, often
competing, concepts. Recognizing this, the team developed a
number of architectural principles to guide decision making for
modernization.

American Council for Technology
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Recommendations
Subcommittee on
Modernization and
Architecture

Models and
Extensions- Executive
Summary

The subcommittee recommends the development of a reference
model based on open source technologies with a documented open
architecture for VistA 2.0 which should include:

e Core Services derived from an analysis of the capabilities of
the VistA kernel and the requirements of future state VistA
2.0

e A documented Open Source Architecture (similar to logical
modularization, includes interface definitions and data
definitions with required response times or service levels)

e An Open Source Software Development Kit (SDK) including
a recollection of accepted open source development tools
and some limited number of exemplar medical applications
outside of the core of Vista 2.0 to show developers
acceptable approaches on how to invoke capabilities of the
core from outside of the core.

e Standardized data model

e Standardized interfaces

Use of open source tools

The mission of the Models and Extensions Subcommittee was to
understand the recommendations of our colleagues and their
respective teams, yet make sure the outcome could achieve what
the VA is trying to accomplish.

Assumptions

Aligned with the mission, we used the assumptions made by the
working group and the other subcommittees.

American Council for Technology

Analysis Process

The Models and Extensions subcommittee met weekly to discuss the
draft recommendations document. Several members of this team sat
in on the other t e atomkesp cwrerd bl the
processes and recommendations that were being formulated. This
team attended all of the offsi t es, also to u
perspective on this project. Research was done to understand the
current state of affairs at the VA, how to implement change in an
organization of this size, and some of the real life experience from
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the team members was also brought into play. Several of the team
members have assisted in implementations around VA and its
facilities in the past.

Observations and
Outcomes

The VA has numerous challenges ahead. We agree with the
recommendations of the various subcommittees and believe we
have also given them some ideas on how to have the
recommendations succeed in an Open Source, fluid and complex
environment. We believe one of the biggest challenges the VA will
have around the Vista Project will be a culture change in the overall
way they procure software, incent the Open Source communities to
participate, and speed development of this mission critical
application and infrastructure. We hope that the Executive Level
stakeholders at the VA will embrace the ideas and recommendations
that these subcommittees have put forth.

American Council for Technology

Recommendation
of the
Subcommittee on
Models and
Extensions

Cultural Barriers,
Innovation Risks

The Models and Extensions subcommittee approached this task by
understanding what we were modeling would reflect the real world of
an enterprise wide, mission critical application. This would include all
aspects from the software development to the cultural changes that
could come about. Our recommendations attempt to reflect real
users and business concerns.

Timing

The VistA Working Group has decided on a recommendation of the
establishment of an Open Source Foundation (OSF) dedicated to the
development of VistA 2.0. The timing of the OSF implementation is
of significance.  The OSF must make available components of
value to the community, including the VA as soon as possible. The
VA must contribute viable, working core code as the foundation of
the VistA 2.0 OSF. This foundation code will be a key event that will
show the members and potential members of the community that the
Open Source venue is meeting its goals and will be establishing a
community in which they will want to participate. At the same time,
the VA stakeholder& expectations for meaningful and productive
enhancement and improvements to current VistA applications must
be met with timely availability of value as soon as possible after
establishment of the OSF. The design of the OSF will take the
needs for early delivery into account in order to maximize
participation and probability of success.
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Community

The concept of OSF in Government is not new. Several currently
exist with a variety of missions expressed in their founding charters
and various degrees of vitality. One measure of the success of
OSFs is the robustness of their
disparate driving interests of community members that culminate in a
single thriving Open Source community.

In this case, we define the ecosystem as the contributing members
of the foundation. Each member of the foundation will have
significant motivation for participation i typically each member in
equal standing. In the case of the VistA OSF recommendation, we
have assessed several areas of interest that stand to make the VistA
OSF ecosystem a vibrant community. There are several unique
drivers that stand to contribute to this end.

The single biggest driver will be the development funding provided
by the VA. The process of a Government agency providing funding
for a non-profit OSF organization is not new. One practiced means
of providing this application development funding is through a grants
program. Another alternative may be a direct funded RFP process
where foundation members compete for the opportunity to develop
modules, applications, or components. Both processes involve a fair
and equitable decision making process of soliciting, evaluating and
committing funds for each particular piece.

With many modules, applications and components needed, these
requirements, over time will be many and varied and will be plenty to
keep vigorous community attention. Potential interested members of
the community include companies in the medical software
applications market, smaller entrepreneurial businesses, university
research teams, and pure software and systems development
companies.

A second motivator of the OSF community is access to the code
i tsel f, the OSFO6s intell ethe O%Flis
entitled to the OSF VistA products subject to the terms of the license
agreement. The terms of the license agreement are as established
in the OSF charter. The specific license terms are to be determined
with the setup and establishment of the OSF and as recommended
by the FFRDC given that mission. There will be many OSF
members, whether they actually develop code or not, that will be
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Innovation

Culture

keenly interested in securing the VistA core and application software.
Typically, the companies in this market will be involved in a variety of
businesses including that of Value Added Resellers that might
supplement, combine services and package derivative products for
sale. The viability of this market has already been established.

A third motivator of the communi ty i s the ave
data. With the appropriate redactions for privacy &security, and
protection and separation of the development environment by the
OSF, there is significant reseec
researchers throughout the country have already shown keen
interest in the rich and voluminous information collected by the VA
for many years. The potential to learn from the unique nature of
V A 6 s -térrmo mrelgtionship with its patients is remarkable.

There are several elements of the Open Source recommendation
that foster real innovation. The Sandbox development environment
can provide the means for innovative members of the OSF
community to brainstorm and prototype a wide variety of potential
capability without constraint. The Sandbox innovation can be fueled
by incentive programs sponsored by the OSF or VA that would
involve compensation for the best and brightest solutions. A second
method that has the potential to foster significant innovation involves
a process for cultivating third-party development of plug-in
applications. ~ This method mirrors the Google apps approach,
where based on published standa
Sandbox availability, third-parties develop their own mini-applications
that can then be sold in a marketplace. This marketplace may be VA
or it may be the commercial medical software and systems markets
I perhaps even directly to the veterans themselves.

Are there significant cultural barriers? Anytime changes are made in
an organization, there are impacts to Agency culture. At the point
that these changes become a barrier, the momentum moving
forward with strategic change may be slowed. The concept of VA
being an active and responsible member of and OSF community,
participating in governance, operations, funding, testing and fielding
applications that come from and OSF source all reflect new
operating procedures. These processes will not be an abrupt step
transition, but will be a more gradual ramp to establish and
implement efficient and effective operation in this new environment.
The VA personnel are not new to their overarching mission. With a
careful picture drawn of the advantages of the OSF development to
the larger community including VA and hospitals outside of the VA,
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Business Model 1
Developing New
Applications

Open Source

VistA & VistA 2.0

states and municipalities, foreign countries, and other stakeholders,
they will see the significance of their investment moving forward.
The foundational culture of caring for VA patients, and now perhaps
patients within a larger community, will not change.

Grants, contract awards, innovation prizes and even donations from
member companies make up the wide variety of mechanisms within
an Open Source construct that can generate valuable application
code, modules and useful development or production utilities.
Success is what drives each of these areas. There is a win-win
perspective for each of these cases and in an active development
community, the opportunities for success and the resulting
successes are clearly visible. A diverse economic model with
multiple mechanisms to drive innovation and development will yield
the greatest results for all participants.

The Open Source Community is alive and well. President Obama 6
commitment to this mode of development resonates in his goal for
Open and Transparent Government. There are numerous
commercial companies embracing this concept, as they develop new
products and tools to work within an OS environment. Web 2.0
creation is also a key component. People in everyday life are used to
applications that are interactive, visual and easy to navigate. This
has created an expectation that the business applications used must
follow the same guidelines. This has created a drive for the
development communities to share their creations, develop new and
innovative applications, and assist all with the overall view of sharing
information. Dashboards, report cards, scorecards, etc. are all very
prevalent in Federal agencies today.

The challenge that the VA may have is how to harness this
innovative community to create specific applications around patient
centric care. This draft addresses some ideas to have this
community participate in the VA programs.

e The current recommendation is that VistA and VistA 2.0 run
in parallel for a period of time. This will require an investment
in 2 areas-

o first to keep the current system up and running under
an aggressive program of stabilization with limited
tactical upgrades and enhancements driven by patient
safety and other mandated requirements
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Process to bring
in New
Applications

Program Control
and Oversight

0 substantial investment in developing the VistA 2.0.

As there is a wealth of discoveries around new medical applications
and processes, and this information must find its way to the VA. The
VA must commit to being open to researching and understanding
what might be available in the commercial world, while maintaining
the highest level of care and ensuring patient safety.

Before VistA 2.0 can be successful, the VA must involve the current
VA community as stakeholders in the success of VistA 2.0. This may
require a cultural shift and it is imperative that the stakeholders view
themselves as agents of change, while not sacrificing their day to
day commitments.

The current paradigm of VistA software development must evolve
into a structured application development approach that is defined
by strict governance and change management. Well-defined
processes will need to be developed for bringing new applications
into the structured Open Source application development
environment. A governing body must be ready to enforce rules and
guidelines as they are established and set timelines for releases,
upgrades, and maintenance tasks. Testing and certification entities
must be established and engaged to maintain quality control. The
Sandbox, though fAunst r utbamastdirned
by a dedicated entity. The key to success will be in maintaining a
healthy application development process, utilizing tools such as
social media to drive innovation and motivation.

The importance of program control and oversight in the Open Source
application development environment cannot be overstated. The
pros and cons of both internal and external governing bodies will
need to be weighed carefully. Who will have the ultimate control over
the Open Source application development environment? A well-
defined approval process will be an integral part of the overall
application development strategy and must be applied consistently
across development organizations of all sizes.

The security and privacy of personal health information is a common
thread across all electronic health record (her) systems, in both the
public and private healthcare sectors. Who will address security
needs across systems and applications in the VistA 2.0
environment? This will be one of the first challenges faced by
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Risk, Threats and
Barriers

stakeholders of the new VistA ecosystem.

The introduction of a VistA Open Source ecosystem into the current
EHR marketplace may pose a threat to clinicians and vendors
already carving a niche in this space. It is fair to assume that many
stakeholders outside of the VA would not welcome this new
marketplace competitor, as it may have economic implications. For
example, physicians and hospitals in rural communities with limited
resources would likely choose a robust Open Source EHR solution
as opposed to a costly proprietary system.

Other risks to the VA may include: 1) the financial commitment
required to modernize VistA and 2) the time commitment required to
develop VistA 2.0 on a modern platform.

The mitigation of these risks will be a crucial component of the
successful evolution of VistA 2.0.

|
Deployment Models -

Executive Summary

American Council for Technology

The Deployment Models subcommittee considered several key
aspects in an effort to identify the best suited and optimal approach
for the deploying VistA 2.0 within the VA and external organizations.
These aspects included i

e Logical and Physical Deployment models

e Systems Development Life-Cycle related Deployment
Activities

e Deployment Pillars - Integrated System Characteristics such
as Reliability/Availability, Maintainability/Support, Scalability,
Extensibility and Interoperability

e Deployment Environments i An Innovation Sandbox
including computing environments/reference models for
development, test, integration, release and production

Given the size and complexity of the Department of Veterans Affairs
and its implications for the VistA 2.0 system based on an open-
source approach and architecture, it is imperative that deployment
activities be built around five pillars - Reliability/Availability,
Maintainability/Support, Scalability, Extensibility and
Interoperability. The foundational model to best support these
pillars is accomplished most efficiently through a Centralized Model
for logical deployment of applications. It is recommended that the
Centralized model be enabled by the appropriate physical model
based on cloud computing and service orientation. Regardless of the
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system architecture and governance framework, a VistA 2.0 system
based on an open architecture and open-source software will be
capable of being deployed via a variety of Logical and Physical
models.

In addition to the deployment model, the choice of a Systems
Development Life-Cycle (SDLC) is critical to successfully
implement and deploy VistA 2.0, based on an open architecture.
While there are several traditional SDLC methodologies to choose
from, large and complex organizations like the VA often define and
customize their own version(s) of the SDLC methodology to best
meet their needs. A flexible approach to the SDLC such as Agile
methodologies in the VA environment would potentially be the most
successful with the appropriate governance framework put into
place.

It is recommended that open-source based Development, Test,
Integration and Release environments be established to foster
Class Il type innovation from organizations external to the VA. To
ensure a successful deployment and sustainment of the VistA 2.0
solution careful considerations should be provided to the
development of a comprehensive Deployment Roadmap with a well-
defined end result, Disaster Recovery and Continuity of Operations
Planning (COOP) capabilities required, and the FOIA and Patch
release processes for delivery and deployment of VistA 2.0 software
in an open-source environment.

Assumptions e Changes to deployment or redeployment of the current
VistA environment (Cache) is outside the scope of the
subcommi tteeds consideratio

¢ Deployment considerations related to various business
models that may be utilized to provide VistA to a wider
audi ence ar e outside the s
recommendations.

e Depl oyment model s best suit
may not match the deployment needs (dictated by technical
and/or business constraints) of organizations external to the

VA.
Analysis Process In addition to participating in the weekly working group calls, the
Deployment Models subcommittee actively engaged in
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brainstorming  activities and  discussions with  other
subcommittees including Models and Architecture, Governance,
and Opportunities and Impacts. Given the downstream nature
of the deployment activities within the systems lifecycle, such
participation provided the opportunity to learn and share key
insights with these groups and ensure a coherent overall
approach and recommendations.

The following deployment related aspects were analyzed and
considered in light of the proposed open-source approach to
VistA 2.01

Logical and Physical Deployment models

Deployment Activities T SDLC-related

Deployment Pillars - Integrated System Characteristics
Deployment Environments i Innovation Sandbox

A A SAD

Observations and
Outcomes

4 Regardless of the Models or Architecture selected, VistA 2.0
will be capable of being deployed via a variety of Logical and
Physical models.

4 No loss of current capability to deploy in a variety of physical
and logical models

Recommendation
of the
Subcommittee on
Deployment
Models

American Council for Technology

It is recommended that VistA 2.0 be deployed using a
Centralized logical model enabled by the appropriate XaaS
model for the VA or another organization adopting the open-
source VistA software.

Deploy VistA 2.0 using physical and logical model which best
suits specific mission need

Establish Open Source Application Development, Test, and
Evaluation environment

Create an Innovation Sandbox for External to VA contribution
and enhance Class lll type innovation within the open-source

ecosystem

Provide careful considerations to the following for a successful
deployment of a modernized VistA solution:
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e Developing a comprehensive Deployment Roadmap with
a well-defined end result.

e Disaster Recovery and Continuity of Operations Planning
(COOP) capabilities required.

e FOIA and Patch release processes for delivery and
deployment of VistA 2.0 software in an open-source
environment.

Governance- Executive Credible and effective governance is just as important to the
Summary

success of the VistA 2.0 platform as the technology decisions that
will be made.

The working group recommends that the VAcontract with an
appropriate FFRDC to establish or identify an external entity to
provide governance for the VistA 2.0 platform and for the
applications that it makes available as open source.

The working group recommends that the VA establish Governance
as quickly as possible after VA makes a commitment to an open
source approach.

The working group recommends that the VA work with the
governing entity to identify (from existing licenses) those licenses
which will hel p create and maisntearion
source and proprietary applications built around the VistA 2.0
platform

American Council for Technology

Assumptions

4 VA will make a highly visible public commitment to an Open
Source approach to the VistA 2.0. VA will include a timeline for
initial activities to demonstrate commitment and create urgency.

4 VA will create or sponsor a VistA 2.0 platform version 1.0 and
an associated tool set, and make it available as open source.

4 VA will publish Application Programming Interface
specifications, which will allow development of medical
applications for use of VA.

4 VA will develop (internally or by contract) a significant set of
critical VistA applications to run on the VistA 2.0 platform, and
make those applications available as open source. VA will have
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to provide functional specifications and performance
requirements to ensure these applications meet its needs.

4 Any applications internally developed by VA, or custom
developed by VA, will be made available as open source.

Analysis Process

In order to meet this objective, the Subcommittee gathered
information on the current VistA system and Open Source
alternatives through research of publicly available books and
articles; interviews with industry experts, including Mr. Mike
Milinkovich from the Eclipse Foundation and Skip McGaughey from
Open Health Tools. The Subcommittee also conducted specific
research on various license types currently in use in the open
source community. Governance  Subcommittee  members
participated in all ACT-IAC VistA Working Group current systems
analysis, demonstrations, and knowledge sharing sessions, as well
as other subcommittee meetings and proceedings (Modernization &
Architecture, Deployment Models, and Executive Subcommittees).
The team met weekly to review progress and status and next steps.

American Council for Technology

Observations and
Outcomes

Why would VA make the VistA 2.0 platform and a suite of
applications associated available as open source? There are two
primary two reasons. First, the VA would derive benefits including
cost savings and infusion of innovation from the open source
community. The VA will be sharing the cost of software debugging,
maintenance and improvement with a community of users. As the
number of users increases, so does the number of institutions and
individuals who are invested in improving the software.
Furthermore, it is reasonable to assume others will develop
innovative ideas and applications on the VistA 2.0 platform, which
VA can consider using. In curr e nt VA termino
software can be developed outside VA as well as inside VA.
Secondly, a widely used VistA 2.0 platform offers potential benefits
to the entire healthcare industry. It would greatly enable
interoperability, which would benefit individual patients and the
healthcare industry. Applications written on the VistA 2.0 platform,
and certified as adhering to its standards and definitions, will be
inherently interoperable, or could be made interoperable with a
minimum of effort. Additionally, a viable VistA 2.0 platform available
as open source, along with a significant suite of applications, both
open source and proprietary, could hasten adoption of electronic
health records across the country.
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Establishing
Governance

If VA is to make the VistA 2.0 platform available as open source,
along with a compelling set of development tools, frameworks and a
significant suite of applications, it must consider how this software
will be governed.

Why does open source software need governance? Governance
ensures that the software is distributed and maintained in
accordance with the licensing for the software. Effective
governance ensures that the product is maintained and improved to
meet the needs of the user community. Effective governance keeps
t he soft war e Iifthatdsnt prdvemnslthie developngent of
competing and incompatible versions of the same software.
Maintaining a figold standardo
benefits the entire user community by increasing operational
efficiency and effectiveness, accelerating the rate of improvement,
and reducing operational costs.

What are the attributes of effective governance?  Effective
governance brings together all major users and stakeholders, and
meets their collective needs. No one user benefits at the expense
of other users. A governing body or entity would

a. Establish a well defined set of membership and
governance processes, essentially a set of rules and
procedures that stakeholders agree to. This assures that
all stakeholders play by the same rules and are following
the same processes, helps avoid conflict, and provides
processes for dealing with the conflict when it inevitably
occurs.

b. Bring together and enlarge the stakeholder community.
Establish a neutral and effective forum for discussion
and work to benefit the entire community, built upon trust
and effective communication.

c. Establish a set of rules, processes, and practices that
are part of the software development and improvement
process. This assures that for ¢
critical gual ity characte
replicable.

d Maintain the reference mod
of the VistA 2.0 platform and open source software
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written against it. Help the community decide what
suggested improvements or changes are adopted, and
help resolve technical issues. Distribute and license the
software.

e. Create and maintain a vibrant ecosystem centered on
VistA 2.0. This would help with aftermarket products and
services (education, training, partner programs etc.) as
well as deployment offerings to assist with
implementations.

f. Create and maintain a development environment,
regression test environment, and a self certification
environment for applications for the VistA 2.0 platform.

Governance should be established as quickly as possible. The
working group recommends that the VA establish governance for
the VistA 2.0 platform as quickly as possible. Governance is
necessary for the community to come together, and the governing
body will help assemble the community. VA will need to balance
four essential attributes around establishing governance. They are:

e Speed - speed at which effective governance can be
established

o Effectiveness i degree to which the governing body can
meet the requirements of effective governance described
above

e Credibility 7 that is, acceptance of the governing body by
internal and external stakeholders

¢ Influencei the degree to which the VA can maintain
necessary and appropriate influence and guidance over the
VistA 2.0 platform

Speed. VA will want to ensure that effective governance is
established as quickly as possible. Many issues will arise as soon
as VA begins to develop the VistA 2.0 platform. The governing
body should be working from the beginning to attract stakeholders,
help resolve issues and establish its approach to the wide range of
governance issues and functions.

47

VistA Modernization Working Group



How will the VA
Establish
Governance?

Effectiveness. Governance must be effective for an open source
strategy to be successful. Membership rules, governance
processes and software standards must all be in place and seen as
fair, reasonable, even handed and designed to promote the
interests of the entire community.

Credibility.The governing body must be seen as highly credible by
potential and actual stakeholders. Reputation, previous work,
existing membership and projects, and stature of its leadership are
all key issues. Credibility does not necessarily come easily or
quickly. Slowly building credibility over time would not be the
preferred approach.

Influence. VA will have a fundamental interest in ensuring that the
VistA 2.0 platform, as it is developed and maintained, is always
highly useable by and acceptable to the VA. As envisioned, VA will
have a robust suite of mission critical applications working on top of
this platform. VA will want to ensure that it is always using a version
of the platform compatible with the open source version. If the
platform VA uses wever di verges
platform, the benefits of open source will be lost to VA. Therefore,
VA will have to be assured that the governing body always sees VA
as a major stakehol der, and t|
interests will always be protected, consistent with the interests of
the broader open source community.

As indicated above, VA must establish effective governance as
quickly as possible. How will VA do this? The three most feasible
approaches to establishing Governance for the VistA 2.0 platform,
and the open source applications that will be written to operate on it,
are

e Establish a new entity to carry out governance, based on the
business model, bylaws, operating principles and
organizational blueprint for an independent, not-for-profit
Open Source Foundation as provided by the recommending
FFRDC

e Select an existing open source organization with existing
charters, license agreements, and operational procedures,
that are in concert with the business model, bylaws,
operating principles and organizational blueprint for an
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independent, not-for-profit Open Source Foundation as
provided by the recommending FFRDC which would provide
an immediate starting point for VistA 2.0 governance

e Have an FFRDC provide governance directly in concert with
the business model, bylaws, operating principles and
organizational blueprint for an independent, not-for-profit
Open Source Foundation as provided by the recommending
FFRDC

VA will need to carefully weigh the approach it takes to establishing
effective governance. Credible and effective governance is just
as important to the success of the VistA 2.0 platform as the
technology decisions that will be made. Therefore, the
approach taken toward establishing governance should be
given thesame level of consideration, to help ensure the
highest probability of success. Each of the three approaches
has pros and cons, which are discussed below.

Establish new entity to carry out governance. VA could
establish a new entity to govern open source VistA 2.0, possibly
with help from an FFRDC to accomplish this very quickly. While an
organization could be established quickly, two issues would need to
be addressed. One, could the organization establish effective and
credible leadership, working capital and a reasonable business
plan, all necessary to ensure long term viability? Two, would a new
organization have sufficient credibility to attract stakeholders? The
stature and experience of the leadership of the new organization
would be critical.

Select an existing organization. Another approach would be to
select an existing organization to provide governance. One would
look for an existing organization that is currently providing
governance to open source software, knows the existing community
of VistA stakeholders, would be seen as credible by the stakeholder
community, and would be able to attract additional stakeholders.
This could be done through an existing membership or through an
acquisition process.

Direct FFRDC governance. VA could task an FFRDC with
providing governance over opere
generally not-for profit, operate in the public interest, and provide
objective and independent advice and action. An FFRDC could in
theory provide credible and effective governance for open source
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VistA 2.0. The question would be whether the FFRDC would know
the stakeholder community, could attract additional stakeholders
into the community, and would be seen as fair, credible and
sufficiently independent from VA to govern in the interests of the
wider community.

Membership. If VA is a member of an organization that governs
open source software, and sees that organization as a viable
candidate to govern open source VistA 2.0, it could simply
designate that organization as the governing organization. This has
the benefit both of speed, and ensuring VA at the end of the day
has the governing body it thinks will be most effective.

Acquisition. Another approach would be to follow an acquisition

process. That is, VA would issue a RFP and invite organizations to

offer proposals. VA would select from the proposals submitted,

based on experience governing open source software, current

membership and business model, ability to attract a broader

community of stakeholders, the financial and other resources

offered, and the cost of the services being offered. This approach

would offer all interested parties the ability to compete for

designation as the governing body, and might therefore be seen as

Afairo by those interested part
consider partnering. However, this approach has some potentially

serious drawbacks. Some highly viable governing entities might

determine that they cannot participate in an RFP-type process.

Therefore, effective and definitive market research would have to be

undertaken before this approach could be considered.

Furthermore, one could question whether this approach could be

sufficientlyrapi d t o meet VAO6s needs, ¢
with a desired outcome at the end of the process. Once

undertaken, an acquisition approach could well be very difficult to

abandon, and so should be pursued only if VA is convinced it will be

quick enough t o me et VAO S needs, a
outcome.

No matter what approach is taken, The working group recommends
that the VA be aware that one or more existing organizations or
entities might well see themselves as ideally suited to provide the
governance VA is looking for. If these entities are not chosen, they
are likely to question both the decision made, and the process VA
followed to achieve the decision. No matter what approach is taken,
VA must be prepared to articulate sound reasons for the approach
taken, and why at the end of the day it creates or chooses one
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VA Rolein
Governance

VA will need to
provide financial
support

VA Internal
Governance

particular governing body.

If VA is to derive the expected benefits from placing the VistA 2.0
plattorm and associated applications into the open source
community, VA will need to take a highly visible and active role in
the activities of the governance entity i that is, in the ongoing
improvement of the VistA 2.0 platform, and in the ongoing
maintenance development of any open source applications running
on the VistA 2.0 platform. By actively participating, the VA will
ensure that improvements to the platform and applications are
made on an ongoing basis. VAOG
will demonstrate its commitment to the platform and to the open
source business model. This will encourage additional users, which
will in turn stimulate additional applications, both open source and
proprietary.  This will benefit VA, in that maintenance and
i mprovements wil/l not be emand will
happen at a very rapid pace.

VAG6s contributions wil!/ al most
part of its active participation in governance activities, VA will need
to support the governing entity financially as well as with its active
participation and support.  Governing services are not free.
Different open source governance organizations have a variety of
business models. Examples include dues as a requirement for
membership, funding to support development or governance of
specific products, and external funding i a foundation model. The
level and type of financial support VA will need to contribute will
largely be a function of the governing body it selects or establishes.
But in any case, VA must be prepared to provide the financial
support required, along with the broader community of
stakeholders.

VA already manages a complex governance process for over 150
deployed instances of the current VistA system. The current set of
processes and tools is continually evolving. VA is moving toward a
centralized baseline managemen
version that is used in its VA Medical Centers (VAMC'S).

Moving to an Open Source solution will increase the complexity of
the VAOds existing gover nlevel msourcer
support to serve as the VAb6s o
source governance organization and the open source VistA 2.0
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community in general.

In the current environment, the VA releases VistA through a FOIA
process but does not need to be concerned with changes that are
being made to that software among the community of users who are
consuming this version and extending it.  This community must
react to any changes VA makes and releases, again through the
FOIA process.

When the Open Source model is adopted, the VA becomes one of
many stakeholders in an Open Source community that is a
consumer of the Open Source VistA 2.0 software.  Granted, the
VA will be a heavily leveraged and arguably the most important
stakeholder, as the VA will be the sponsor and primary contributor
of the VistA 2.0 fiCore Platfor
Nonet hel es s, t he Aowner shipo 0
becomes external to the VA I an entire community of others with a
vested interest in both consuming and contributing to the software.
Therefore the VA must establish within the Office of Information and
Technology (OI&T) a senior level liaison to the VistA 2.0 Open
Source Software (OSS) Community. Figure 4 below is a very high
level depiction of how the VA will interact through this Liaison office
with the Open Source community and within the VA to manage the
VistA 2.0 baselines as they change.
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Figure4 ¢ VA Interaction with Open Source Community and within the VA

As discussed previously, the VA will need to ensure that there
are no significant changes implemented within the VA that would
cause divergence from the open source version of VistA 2.0.
VAOS Ol'T organization wil/ w
implemented locally are tested at a minimum in the Open Source
Organi zationbs 6ésandbox6 envi
testing environment to ensure that these changes will be
compatible with VistA 2.0 and successfully certify to be part of
the VistA 2.0 baseline. The VA will work through the
governance process to release the value-added changes that
have been incorporated into the VA baseline back into the open
source community. The VAbds O
responsible for establishing and executing the processes
necessary to meet this objective. It is also reasonable to expect
that this Liaison office wild/l
and discussion groups among the Open Source community and
serve as the VA representative participating in the overall
governance process for the VistA 2.0 Open Source Governance
organization.
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