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Section 1:   Introduction 
Many Federal agencies are evaluating and some are actually implementing cloud computing.  This document focuses on the approach that will supply the highest value to agencies.  It contends that to be fully effective and provide the greatest value cloud computing must:

1. Be architected as an integral part of the agency’s Enterprise Architecture

2. Provide for an effective governance mechanism

3. Be  implemented as services as part of a Service Oriented Architecture 
1.1 Intended Audience 

This document is intended for chief architects, chief technology officers (CTOs), chief information officers (CIOs), program executives, and other individuals in federal agencies and support organizations who are responsible for leveraging information technology (IT) assets to assist in achieving maximum mission performance in pursuit of agency business objectives.  

1.2 Objectives

The EA Shared Interest Group of the Industry Advisory Council (IAC EA-SIG) has prepared this document to explain the basic elements of cloud computing and to tie it to solid architectural foundations.  Too often in the rush to embrace the latest trend, IT managers bypass the architecture and governance processes needed to achieve the touted benefits.  This document provides guidance that will permit the benefits of cloud computing to be fully realized.  
Cloud computing is a deployment mechanism for centralized and virtualized infrastructure and shared application services.  These services must be governed and organized to be effectively provided and consumed.  Service Oriented Architecture (SOA) is a key architectural pattern that helps Enterprise Architects define and structure services for optimal exploitation.  
1.3 Background

The Obama Administration signaled its intention to support cloud computing in the FY2010 budget submission: “The Federal Government will transform its Information Technology Infrastructure by virtualizing data centers, consolidating data centers and operations, and ultimately adopting a cloud computing business model.” (US Budget, Analytical Perspectives, 2009).  

Several initiatives underway within the federal government will explore, define policy, and implement cloud computing environments.  The Federal CIO Council, in conjunction with OMB, established the Federal Cloud Computing Advisory Council to investigate, evaluate and advise the federal government regarding cloud computing.  GSA is playing the operational role and is acquiring cloud computing infrastructure (primarily storage services, virtual machines and cloud web hosting) that will be offered through a “storefront” (apps.gov).   The National Institute of Science and Technology (NIST)  launched an initiative to add clarity to federal cloud opportunities by providing definitions of the key terms and a framework of the multiple dimensions of cloud computing.  In addition, several agencies have announced cloud computing initiatives.  The bandwagon is rolling. 

While there is a wave of cloud activities across the federal government, it is critical to provide some context for cloud computing.  Most importantly, it must be noted that it is services that are accessed from the cloud.  In fact, it is only through services (functionality accessed via an interface) that cloud computing makes sense.  In practice, services may be offered or provided by  organizations with different goals and objectives and therefore may not be compatible with  the consuming agency’s requirements.   To achieve a model of interoperability, services must be planned and designed to work together.  This is where architecture plays the vital role.

Architecture, particularly Enterprise Architecture (EA) and SOA, defines services in relation to each other – thereby establishing boundaries, enforcing policies and enabling reuse and interoperability.  Without the architecture discipline, services anarchy reigns and diminished value results.
The major hurdles for effective use of cloud computing are similar to those for using services within SOA.  Thus, to extract maximum value from cloud computing, agencies should base their cloud environment on a service-oriented EA.  This document ties the two concepts together to provide the foundation for effective cloud computing.  
Section 2:   Cloud Computing Architectural Framework 
Cloud computing advocates increasingly acknowledge the National Institute of Standards and Technology (NIST) definition as the defacto standard.  Tim Grance and Peter Mell, the Project Manager for Cloud Computing provide the following definition:

“Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. (Peter Mell and Tim Grance, NIST)
In its definition, NIST identifies three core elements: 1) essential characteristics; 2) service models; and 3) deployment models.  Together, these elements help Enterprise Architects understand how to best position cloud computing in solving the business needs of the Agency.   

2.1 Essential Characteristics of Cloud Computing
NIST finds cloud computing solutions share a finite set of characteristics.  These five characteristics include both the business view and technical capabilities of the architecture.  
· On-demand self-service – A cloud consumer can unilaterally provision computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service’s provider. 

· Broad network access – Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and Personal Device Assistants).
· Resource pooling – The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include storage, processing, memory, network bandwidth, and virtual machines.

· Rapid elasticity – Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be purchased in any quantity at any time.

· Measured Service – Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service.

These characteristics are essential in achieving the agility, scalability, reliability, and overall efficiency models that cloud computing promises.  However, these characteristics do not happen “by magic”.  They must be architected into the cloud environment that is being considered whether being internally developed or being acquired from another source.
2.2 Service Delivery Models
Modern IT organizations are moving toward an environment wherein virtually everything is offered as a service.  That is, IT capabilities are modularized and isolated so that they can be offered and consumed independently of other capabilities.  Cloud delivery models reflect this service oriented paradigm across infrastructure, platform, software, and business process.  Each model is briefly described below:
· Software as a Service (SaaS) – The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email) – The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings. An extension of SaaS is the provisioning of an entire business process, known as Business Process as a Service (BPaaS).
· Platform as a Service (PaaS) – The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.

· Infrastructure as a Service (IaaS) – The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls).

As the Enterprise Architect defines these layers, the solution and governance processes focus less on physical characteristics and emphasize delivering the intended service to the consumer.  In this manner, Service Level Agreements (SLAs) are essential to the overall architecture.
Section 3:    Cloud Deployment and Consumption Models 
The Enterprise Architect may select one or more deployment models to deliver cloud services to the end user community.  Industry recognizes four deployment models: Private, Community, Public, and Hybrid.  Each deployment model is briefly described below:
· Private Cloud – The cloud infrastructure is operated solely for an organization. It may be managed by the organization or a third party and may exist on premise or off premise.

· Community Cloud – The cloud infrastructure is shared by several organizations and supports a specific community that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be managed by the organizations or a third party and may exist on premise or off premise.

· Public Cloud – The cloud infrastructure is made available to the general public or a large industry group and is owned by an organization selling cloud services.

· Hybrid Cloud – The cloud infrastructure is a composition of two or more clouds (private, community, or public) that remain unique entities but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load-balancing between clouds).

IT managers and architects will select the best cloud deployment model based upon a variety of technical and business requirements.  Private or Hybrid Clouds may be unavoidable for many government agencies due to security, privacy and regulatory requirements.  Market research indicates that most Enterprise Architects initially use Private Clouds and move to Hybrid and Public Clouds over time.  Health care and financial service industries appear to be adopting the Community Cloud deployment model. 

A key factor that an organization must consider when selecting a deployment model for each cloud-based service is trust (security and privacy).  For example, a Public Cloud is attractive for low impact services and data that require minimal trust.  In this model, organizations achieve the lowest cost.  In a Private Cloud scenario, agencies may achieve fewer cost savings but have increased security as data remains inside the firewall.  The management costs may be higher, but the benefit of higher security levels are achieved.  
If an organization decides to outsource sensitive high-impact cloud-based services, then they may select a Private Cloud managed by an external party.  In this model commercial providers offer dedicated environments separate from the Public Cloud offerings both physically and logically.  Consumers may access these services through a dedicated government Intranet or virtual private network.
Architects need to base their choice of deployment/consumption models on the requirements of the agency that include numerous factors that will include (but certainly are not limited to) security, privacy, sensitivity of information, availability, cost, etc. 

Section 4:   Impact on Enterprise Architecture
Cloud computing provides a flexible and scalable platform for delivering services.  Whereas the scalability is derived from the virtualization of the platform and the ability to devote additional resources to meet increased demand, the flexibility is based on the ability to exchange services within a Service Oriented Architecture.  This ability to exchange services, in a competitive environment, requires a full understanding and documentation of the service outcomes and interfaces. SOA provides a planned and architected suite of interacting services.  The architecture of services is a key to a fully articulated Enterprise Architecture.  
4.1   SOA as the Foundation for Cloud

The leading SOA methodologies employ a layered architecture of services.  The purpose of the layers is to facilitate identifying services, applying the appropriate level of governance and making decisions regarding service sourcing or deployment.  The figure below (Figure 1.) presents the layered services architecture from the Practical Guide to Federal SOA.  Each layer is derived using a different approach.  The Process Layer is derived from business process analysis (and business process reengineering) and is closely linked to business strategy and performance objectives (BPaaS).  The Core Enterprise Services are derived from the foundational information that the enterprise requires to meet its mission. The services in this layer are derived from data analysis and represent concepts that are more stable than business processes. Many services will require access to these core data objects.  The Underlying Services are typically provisioned by wrapping legacy transactions with a façade to expose existing, stable functionality (SaaS). The Utility Services are the services that are the most likely candidates for deploying to or consuming from the cloud (PaaS).  These technical services (such as Content Management and Logging services) are ubiquitous and have the highest reuse potential (IaaS).  
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Figure 1. Layered Services Architecture (from PGFSOA).
In the service layered architecture, virtually any service may be available in a cloud deployment model.  However, as Geoffery Moore pointed out (see Dealing with Darwin, 2005), some activities are better candidates for standardizing or outsourcing – making them more appropriate to be consumed from the Public Cloud.  As Figure 2 depicts, activities can be divided along two dimensions: core vs. context and mission vs. enabling.  Core activities are those that make the organization unique.  In the commercial world, these activities produce competitive advantage.  Context activities, on the other hand, are those that must be performed but do not define the organization.  The other dimension is derived from Michael Porter’s value chain concept.  Mission activities are those that directly produce the output of the organization.  Enabling activities are those that indirectly support the mission (such as back office operations).  
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Figure 2.  Categorizing Capabilities and Services
If we look at these two dimensions together, we observe that there is one class of activities that is ideal for consuming from the cloud – those that are context and enabling.  These activities are neither mission critical, nor do they define the organization.  As a result they should be considered for outsourcing.  The other likely candidate for consuming from the cloud is mission activities that are context.  Although they do directly support the organization’s production, they do not make it unique.  As a result they are candidates for standardizing and outsourcing.  An example might be the payroll component of a complete HR system that could be sourced from ADP or Intuit or other payroll service providers.  Activities that are core make the organization unique or special.  Organizations typically want to keep them close so that they can innovate and differentiate them to maintain their competitive advantage, or, in the case of government, maintain the organization’s effectiveness. 
To apply this concept, organizations should develop a portfolio management approach based on services and characterize each service in terms of these two dimensions.  Using this catalog of services the organization can best determine how to acquire each service.  Cloud computing represents one of the available means to source services.  

4.2 Fundamental shift in the organization model providing IT Services
Cloud computing represents another step in the transition to information technology as a service. In order to take advantage of the cloud, IT organizations need to characterize their requirements and offerings as services.  It follows that the organization’s EA should be characterized as a set of well organized services.  It is well recognized that IT exists to support the business or mission and, as such, should be considered a “customer-support” organization.  Many IT organizations are formalizing this concept using Information Technology Service Management (ITSM) and IT Infrastructure Library (ITIL).  ITSM and ITIL provide a framework and taxonomy for structuring the services effective IT shops offer and manage.  ITIL is a framework of best practices for managing the IT infrastructure; ITSM leverages ITIL with other processes to deliver quality IT services to the business/mission.  

In addition to taking a service portfolio approach to identifying required services, organizations adopting cloud computing should recognize that the organizational model will change as well. Once IT has been constructed as a set of services, each service can be evaluated in terms of how it should be provided and the performance level it should achieve.  The assessment of core vs. context discussed in Section 4.1 will aid the sourcing evaluation.  Performance metrics for each service offering should be developed to clearly delineate the effectiveness and efficiency of the service.  These metrics become the basis for establishing SLAs between the consumers and providers of the service.  In many cases, IT organizations will become both consumers and providers of services.  This will shift the organizations from a paradigm of build and buy to one of consume and offer – with significant organizational implications.  

4.3 The Importance of Service Level Agreements 
With cloud computing, the IT organization will need to focus on creating meaningful Service Level Agreements (SLAs) as a way of monitoring, managing, and incentivizing efficiency at operational and technical levels.  SLAs may include the following elements:

· Performance parameters
· Location of data

· Metrics for events

· Backup/recovery and continuity requirements
· Quality of Service

· Cost

· Reliability

· Refresh cycle (releases/versions)

· Penalties for non-achievement of the above

The IT organization will be responsible for establishing SLA performance monitoring over the cloud environment.  The governance organizations should work closely with the Enterprise Architects in developing operational contracts, SLAs and incentives for providers to meet service delivery goals.  In this role, Enterprise Architects would also measure and document how well cloud service providers meet established technical requirements.  

Section 5:   Cloud Computing Reference Model/Architecture 
Patrick Stingley, CTO of the Bureau of Land Management set forth a model mapping cloud services to that of the FEA Service Reference Model (SRM).  At first glance, one can see that these services exist in government data centers today.  The difference is that cloud computing architecture uses commodity hardware and virtualization to commoditize these services.
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Figure 3. Cloud Computing Reference Model
Stingley states that this model resembles the IT services found in the ITIL processes.  This model of cloud computing depicts the service-oriented view of IT creating a generalized form of the ITIL Services Directory.  Enterprise Architects can use this model to identify the IT services that may be delivered through cloud computing.  

Section 6:   Critical Success Factors for Cloud Computing 
As has been discussed above, cloud computing represents a new paradigm for the deployment and delivery of IT services.  As such, it should be approached in the same manner as any significant organizational change.  Depending on the organization’s objectives for exploiting the cloud, the emphasis on the typical change management success factors (structure, people, process, technology) will vary.  However, regardless of the emphasis, the following factors will be critical to success with cloud computing:

· Management processes

· Trust mechanisms

· Competencies

· Structure (Reference Architecture, Governance)

Effective management processes will be required to oversee the evolution to cloud computing, including adoption processes for cloud computing, governance processes, and solution lifecycle processes. The rollout of cloud computing will be evolutionary and the management processes must keep multiple initiatives and projects synchronized.  Trust must be established at several levels for cloud computing to succeed.  The primary trust factor is establishing an enforceable contract between consumer and provider, including enforceable security and/or risk management mechanisms.  The contract consists essentially of the SLA that specifies the performance parameters for the service and the enforcement mechanisms for ensuring that the performance levels are achieved.  
Security is cited as a leading concern for CIOs considering cloud computing.  The concern is derived from the lack of transparency found in the Public cloud environment.  In a Public cloud the common audit logging and management controls that have been available in internal data center environments may not be available.  Therefore, agencies cannot readily see who has accessed data, where data has resided, and how the data is archived.  Many of these concerns decrease or go away in Private and Community cloud deployments.  To further support security requirements, NIST and the Cloud Security Alliance organizations are defining the Security Content Automation Protocol (SCAP).  The SCAP draft (SP 800-126 Revision 1) is now available for public review and comment.
The security issues for the cloud are the same as for SOA – where perimeter based security measures are insufficient.  Security should be based on a risk management approach and should provide for a balance between system performance and security enforcement. 
Organizational competencies must be updated to provide the know-how to architect, design and consume services from the cloud.  Individuals must be able to execute the acquisition and solution development lifecycle processes for cloud based services.  
Finally, the overriding structure for aligning all of these factors is a service-oriented reference architecture.  An enterprise level architecture with effective governance will ensure that all of the factors are properly aligned.  

Section 7:   Government Cloud Computing Initiatives 
There are several Cloud Computing initiatives underway in Federal government.  These early initiatives may provide the Federal community with best practices and lessons learned, as well as reusable services.  These initiatives include:

· Federal Cloud Computing Program Management Office:  Managed by the General Services Administration, this PMO is responsible for working with the Federal Chief Information Officers to define the Government’s Cloud Computing Strategic direction, facilitating the acquisition of cloud computing services, coordinating Federal Cloud Computing efforts, and providing the Federal community with direction and guidance.  The PMO successfully completed a competitive acquisition of IaaS.  In the future, these service offerings will be expanded to include PaaS and SaaS offerings.

· Cloud Computing Advisory Council:  The CCAC is a collaborative governance body comprised of over twenty-five Federal agencies.  Membership is primarily made up of enterprise architects and IT Infrastructure managers.  The purpose of the CCAC is to:

· Provide Federal agency subject matter expertise in support of the Federal cloud computing initiative and strategic direction;

· Address Federal agency cloud computing issues, requirements, and business needs;

· Develop and recommend the Federal cloud computing vision, strategy, and plans;

· Review the Federal cloud computing PMO’s deliverables, as appropriate and to provide specific feedback;

· Execute specific tasks as assigned by the CCPMO or OMB.

· Enable cross-functional collaboration with other related Federal initiatives – such as TIC, IPv6, FDCC, etc.

· Share best practices and current activities.
· Cloud Computing Security Working Group:  The CCSWG is a working group under the CCAC.  This group is comprised of IT security professionals and Enterprise Architects working to develop a common Federal cloud computing Certification and Accreditation process. 

· APPS.gov:  A Federal Web portal (or storefront) which allows agencies to purchase cloud computing services.

· NASA Nebula: A pilot under development at NASA Ames Research Center integrating a set of open-source components into a seamless, self-service platform, providing high-capacity computing, storage and network connectivity using a virtualized, scalable approach to achieve cost and energy efficiencies. As a hybrid cloud, Nebula will offer cost-effective IaaS, PaaS and SaaS. 
· DoD/DISA:

[image: image3.png]Software Development

Forge.mil

RACE

wier

Compute/Store

GCDS

Content Delivery





Figure 4.  DoD Cloud Initiatives

· RACE (Rapid Access Computing Environment):  Enable DoD end-users to provision platform and infrastructure services through the Web using a credit card, 24 hours a day.

· GCDS (GIG Content Delivery Services):  Commercially owned, globally distributed computing platform comprised of servers deployed across the Defense Information Systems Network (DISN)  and leverages commercial Internet best practices to provide state of the art web content and web application delivery via standard web protocols (i.e., HTTP and HTTPS).
· Forge.mil: A family of services provided to support the DoD's technology development community. The system currently enables the collaborative development and use of open source and DoD community source software. Over time it will support the full system life-cycle and enable continuous collaboration among all stakeholders including developers, testers, certifiers, operators, and users
· DOE Laboratory Cloud Computing Environment:  The DOE National Laboratories are exploring the use of cloud services for scientific computing.  In addition, they are exploring hybrid solutions which would give them the ability to maintain control over the user authorization process while using cloud services such as email, calendaring and collaboration tools for instances which require strong authentication of service users.

Section 8:   Cost, Performance and Environmental Benefit Analysis for Cloud Computing 
Cloud computing has the potential to dramatically impact the cost equation for obtaining IT services.  The fundamental reason for this is that cloud computing allows organizations to focus on what they do best.  Rather than having to acquire and maintain a collection of servers and supporting software, they can devote their attention to the business purpose of the servers – mission execution.  Cloud computing permits organizations to avoid the capital costs associated with establishing an infrastructure or platform and the license or development costs associated with acquiring software services. Of course, the providers of the platform or software will have to make capital investments to establish the platforms or produce the software.  However, most organizations consuming IT services from the cloud will be able to pay for the services on a per-unit consumed basis.  While this may not reduce the cost of obtaining the services, it may mean that agencies do not have to prepare a business case for capital investments in infrastructure and software.  

8.1 Change in Funding & Cost Models 
There are a variety of funding and cost models applicable to cloud computing depending on whether the organization is a provider or consumer of cloud services. We expect that most federal agencies will be consumers of cloud services.   For agencies that are cloud service providers, decisions must be made about the provisioning level. That is, whether the agency is providing SaaS, PaaS, or IaaS.  The following table indicates the tiered possibilities for providing cloud services.  As should be evident, a provider of cloud services may be a provider and consumer simultaneously and may have capital investment costs as well as operating costs associated with providing the services.  

	Provider of: 
	Hosting Method

	
	Internal
	External

	Software as a Service


	· Host own platform

· Own or license the intellectual property (IP)
	· Consumer of PaaS

	Platform as a Service


	· Host platform on own infrastructure

· Own or License the platform software
	· Consumer of IaaS

	Infrastructure as a Service
	· Host Infrastructure on own hardware

· Own or License the infrastructure software
	Not a Cloud Provider




Figure 5.  Organizations Can Be Providers And Consumers of Cloud Services.

For cloud service consumers, the situation is generally simpler.  In most cases, the services can be consumed on a metered or usage basis; however, for some platform and infrastructure services, a license agreement (and associated capital costs) may be required.  

Many of the benefits of cloud computing involve efficiency gains that result in capital and operational cost savings.  Regardless of the provider mechanism, substantial savings can accrue from consolidating servers using virtualization (in contrast to dedicating servers to applications).  Virtualization can reduce the cost of requisite hardware while providing scalability (the ability to ramp up the number of users of a service) by treating compute, storage, and network resources as pools and spreading the requirement for multiple applications or services.  

Cost restructuring comes about by being able to convert IT capital investments into operating expenses.  Using a cloud deployment model lessens the requirement for system administration as the IaaS software automates the provisioning of software patches and upgrades.  If an agency chooses to use a Hybrid or Public Cloud model, they can outsource some of the functions (like maintaining servers) that they would otherwise have to perform themselves.  While this form of outsourcing may not reduce overall costs, it should allow agencies to increase focus on those areas that are core to their mission and leave some of the non-core activities to others.  

For most organizations, obtaining services from cloud vendors is considerably more cost effective than providing the capabilities themselves, depending on the utilization of the computing capability.  This is primarily due the combination of “virtualization” and economies of scale.  In a traditional environment a server is dedicated to each requirement.  The level of utilization for each server is typically very low because the capacity obtained is designed to meet the peak utilization.  As a result, data centers in industry and government are typically over-provisioned.  Virtualization involves the use of collections of servers to meet multiple requirements.  Since the peak demands for each requirement do not typically coincide, the total number of servers needed can be considerably less.   Thus, virtualization has its own ROI.  Cloud computing can be considered outsourced virtualization.   Cloud vendors are able to optimize their infrastructure and software to reduce costs, provide on-demand scalability, and take advantage of massive economies of scale.  They are able to provide capabilities at a fraction of the cost that would be incurred by the organizations providing these capabilities themselves.  However, cloud vendors typically charge a premium for on-demand scalability.  The cost is typically higher than internally provided capability – when it is used.  The savings from cloud computing arise from the fact that much of the time, the capability is unused and no fee is paid when the services are not in use.  

8.2 Performance Factors

From a performance perspective, cloud vendors have the funds, expertise and incentives to apply rigorous performance metrics to confirm the quality of service (QoS) they provide. This level of service is often higher than an organization can provide on its own.  These performance metrics form the basis for SLAs that define the contract between the provider and consumer of cloud services.  Agencies should implement an independent verification mechanism to assure the accuracy of the vendor provided metrics.
8.3 Environmental Factors

Cloud computing is considered environmentally friendly because the number of servers required can be substantially fewer than required in traditional data centers, resulting in savings in energy to power the servers, cooling capacity, space requirements, manpower resources, etc.  The combination of these factors produces a reduced carbon-emission footprint – Green Clouds.  
Section 9:   Recommendations 
Based on the discussion above, we offer a few recommendations to agencies in the process of adopting or considering cloud computing.

1. Avoid the temptation to rush out and procure cloud enabling infrastructure.  Instead, identify the program and enterprise services required and evaluate each for its potential to be consumed from or deployed to the cloud based on core/context considerations, as well as security issues.
2. Evaluate the deployment options to determine the role that public, private, community and hybrid clouds can play within your computing environment.

3. Enhance your risk management program.  Cloud computing introduces additional risks that must be considered and managed, including security, compliance, monitoring, operational dependency, and others.  Risks can be controlled through best practices, technology, and most importantly, effective governance as negotiated in a detailed SLA that meets the organization’s goals and requirements. 
4. Expand your governance program.  Managing risk requires policies and compliance enforcement mechanisms (SLAs) to ensure that they are implemented.  Where appropriate, monitoring and enforcement can be moved to the cloud (i.e., monitoring as a service).  

Section 10:   Conclusions 
Cloud computing is already making its way into the computing fabric of federal agencies.  In some cases, agencies are taking a strategic, enterprise approach to implementing cloud computing.  In other cases, agencies are taking a tactical, or even ad hoc, approach.  As we have seen above, the greatest benefits will be derived when a coordinated, architected approach is adopted.  

Since cloud computing enables the consumption of services from other platforms, it makes sense that a service architecture would aid in identifying the appropriate cloud-based services. This will avoid service anarchy where each program consumes services from the cloud that conflict with the services consumed by other programs.  SOA provides the foundation for cloud computing. Many of the issues that must be addressed to be successful with cloud computing are the same issues that must be addressed for SOA.
Cloud computing can enable a major shift in the funding of IT services and can have a very high return on investment (especially where it reduces the investment needed). Cloud deployments allow investment in innovation vs. operations and maintenance (flipping the 80/20 balance commonly found in most organizations).  However, the cloud brings additional risks that must be understood, evaluated and managed.  

An approach to cloud computing adoption based on the principles of enterprise architecture (with SOA) has the greatest likelihood of success in achieving the agency objectives with respect to cloud computing.

Key Terms
	Term
	Definition
	Source

	Service
	The means by which the needs of a consumer are brought together with the capabilities of a provider.
	OASIS, SOA Reference Model; PGFSOA

	Service Oriented Architecture
	A paradigm for organizing and utilizing distributed capabilities that may be under the control of different ownership domains.
	OASIS, SOA Reference Model; PGFSOA

	Cloud Computing
	A model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. 
	NIST

	Infrastructure as a Service (IaaS)
	Capability to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications.
	NIST

	Platform as a Service (PaaS)
	Capability to deploy onto the cloud infrastructure consumer-created applications using programming languages and tools supported by the provider. 
	NIST

	Software as a Service (SaaS)
	Capability to use a provider’s applications (offered as services via interfaces) running on a cloud infrastructure and accessible from various client devices such as a Web browser.

	NIST

	Virtualization
	Abstraction of a logical capability from its physical implementation.  For example, application servers may be provided by a cluster of physical servers rather than each being tied to a single server.
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Principal Contributors to this Document
Dave Mayo (Editor)

Everware-CBDI

Scott Dowell


CSC

Branko Primetica

Global Tech

David Epperly 

ArchAngel IT

Doug Jackson


2MD

Ed Harrington


Model Driven Solutions
17

[image: image4.jpg]Integration | Software as a Service (Saas) Customer Sve
Web 2.0 Applcations Enterprise Services
e | (60a) | (557) (766) [752756] (72) | Ga3) | (753) | 90) | (s 2]
Blogs | Meta- | wik forms | HR  [collabora|Groupwa | Financial | Geo- [ Search Personali
pata Mgt] services mgt. tion | re | mgt | spatal zation
755) [N N 5] [ oigital | 58] | Gon) |7ieiz| (651) | (ea) | 24 1703]
devel & socil [aroupwal 55%°) email | Aset |Desktop| CAM | Process | Digttal [ commu-| Suply customer|
ntegr. Network] re Sves_|Software Auto Sues|Signature | nications | _chain assistanc|
&5
Subscript
Platform as a Service (Paas) i
751 ©02) [ G0 | 055 [ a0 | 03 T7a47
Data Data | instr. & | Devel. & | content [knowiedg Business
Mgt Mart_| Testing | integr. | mgt. | emgt. Inteligen
Reportin
Infrastructure asa bifsd
s Sor 5] e
i server [operatin virtuatiza| SEEL] (573 | ey | (62 | 667 fo, o o)
(1aas) — i Vrtiatzal “con | o, ¥ | web | storage [ "t customer|
S| Sharing Servers Pref.
Session_|Computin| 23]
oot |emet PR/ an | wan | ons [P0 S | Onine
alancing| Access rovion | 1= |, e ek
Senvice Mgt. & Provisioning
Servce [ G101 [T 06 oo T eon) | (20) | (%) | Troubie A
provsonif cail | P | Teeh | systems | 9 ailing & | mgtof [ Asset | Ticket | Backup [ g finvestmel
ng_ | center | MBL |SuPROrt|hppr | VB | accrp | swes. | mgt | gt Bt | ntmgt.
(761) Security Mgt.
o] 81 [Frewals] @54 | &) [ ©551 | ©71 [ (ool | @2) | (6501 | 3 [@al] 51
Se:un Id& |&Netwk.| incident | Access | Audgit | FismA | c& A |intrusion | cryptogr | intrusion | virus | Audit
" | authent.| sec. |Response| control [Trail etc. prevent. | aphy | Detect. |Protec| Trail




