IAC/N&T SIG White Paper:

Impact of Cloud Computing on the Trusted Internet Connection Program 
1. Introduction   [1 page] 
a. Audience & Objectives

b. Definitions

c. Background

2. Trusted Internet Connection Program and Architecture [2 – 3 pages]
a. Goals and Objectives of Program
b. Technical Details

· Einstein

· E-mail Services

· VPN

· Etc.

c. Build vs. Procure

3. Cloud Computing Architecture [2 – 3 pages] (Chris Chroniger)
a. The Cloud Computing Architectural Framework 

· Internet/Service Provider/Cloud Provider Description

· Existing Security Services

· Traffic Routing/Flows

1. Gov User to Gov Service

2. Citizen to Gov Service

b. Three Delivery Models

· Infrastructure as a Service (IaaS) - greatest extensibility and least amount of security responsibility taken on by the cloud provider

· Platform as a Service (PaaS) - lies between IaaS and SaaS to provide extensibility and security features which must be leveraged by the customer

· Software as a Service (SaaS) - least extensibility and greatest amount of security responsibility taken on by the cloud provider

· The three Cloud Service Delivery Models, their interrelationship and logical boundaries can be expressed in a Cloud Reference Model.
c. Four Deployment and Consumption Models [1/2 page]
· Private Cloud
· Public Cloud
· Hybrid
4. Compliance Issues

a. Traffic and Connections not passing through Einstein service

b. US Cert

c. Etc.

5. Solution Options

a. Private Cloud

b. Hybrid Cloud

c. Public Cloud

6. Conclusions [1/2 page]
